‘ t
\ N:=llad ADVENTURE BY DESIGN

Monutnka OO0  «Bu-3p-Mu CaHkT-
MeTepOypr» B OTHOWEHMU OOPaAGOTKN W
obecne4yeHus 6e3onacHocTH

nepcoHasnbHbIX AaHHbIX
OOLmre NonoxeHus

HacTosilumin gokyMeHT onpeaenseT MOnUTUKY
000 «bu-3p-Mn  CaHkr-MNeTepbypr» B
OTHOWEHUNn obpaboTkm u  obecnevyeHus
3aWmThI NMepcoHanbHbIX  OaHHbIX KL,
COCTOSILLNX B TPYAOBbIX, AOMOBOPHbLIX N UHbIX
rpakgaHCcKo-npaBoBbIX OTHoweHuss ¢ 000
«Bn-Op-Mn CaHkT-lNeTepbypr», B
COOTBETCTBUN c TpeboBaHMsIMK
3aKOHOOATENMbHbIX W MHbIX  HOPMAaTMBHbIX
npaBoBbIX akToB Poccuinckon Pegepaunn B
obnacTu nepcoHanbHbIX AaHHbIX, B YACTHOCTH,
degepanbHoro 3akoHa ot 27.07.2006 Ne 152-
®3 «O nepcoHanbHbIX AaHHbIX», Oanee -
«3aKoHy.

000 «Bbun-3p-Mn CaHkT-leTepbypr»
ocywlecTBnsieT 0bpaboTKky  nepcoHanbHbIX
AaHHbIX HA OCHOBAHWUM:

o MHUUMaTMBbI CyObeKkTa nepcoHarnbHbIX
AaHHBbIX;

o cornacus cybbekta Ha obpaboTKy ero
NnepCcoHanbHbIX AaHHbIX;

o Ycrtaea OOO «bu-3p-Nn  CaHkr-
MeTepbypry»;

. TPYOOBbIX U FPaXKOgaHCKO-MPaBOBbIX

A0roBopoB, 3akntodaembix mexgy OO0 «bu-
Op-NMn  CaHkr-NMeTepbypr» 1 cybbekTamu
nepCcoHanbHbIX AAHHbIX;

o Tpyposoro kogekca P® ot 30.12.2001
Ne 197-03;

. Hanorosoro kogekca P® ot 31.07.1998
Ne 146-®3 (vactb nepsasi), ot 05.08.2000 Ne
117-03 (4yacTb BTOpas);

. "paxgaHckoro kogekca Po oT
30.11.1994 Ne 51-®3 (4acTb nepBasd), OT
26.01.1996 Ne 14-®3 (4yacTb BTOpas);

o ®depepanbHoro 3akoHa ot 15.12.2001
Ne 167-®3 «O6 ob6sa3aTtenbHOM MNEHCMOHHOM
CTpaxoBaHUN;

o depepanbHoro 3akoHa ot 21.11..2011
Ne 323-9®3 "O6 ocHoBax OXpaHbl 340pOBbS
rpaxgaH B Poccuinckon degepauunmn’;

o ®epepanbHoro 3akoHa ot 01.04.1996
Ne 27-93 «0O6 vHaAnBMAYyasribHOM
(nepcoHnduUMpoBaHHOM) y4yeTe B CUCTEME
06a3aTenbHOro NEHCMOHHOIO CTPaxoBaHNSY;

BRP Saint Petersburg LLC Policy on
personal data processing and protection

General Provisions

The present document defines BRP Saint
Petersburg LLC policy on personal data
processing and protection, according to legal
requirements and requirements under other
regulatory acts of the Russian Federation
regarding personal data, in particular Federal
Law as of 27.07.2006 No. 152-FZ “On
personal data”, hereinafter referred to as the
"Law’”.

BRP Saint Petersburg LLC process personal
data on the basis of:

o personal data subject initiative;

o consent of the personal data subject;

o BRP Saint Petersburg LLC Charter;

o labour and civil contracts concluded

with personal data subjects;

. Labour Code of the Russian
Federation No. 197-FZ dated 30.12.2001;
. Tax Code of the Russian Federation

No. 146-FZ dated 31.07.1998 (Part one), No.
117-FZ dated 05.08.2000 (Part two);

o Civil Code of the Russian Federation
No. 51-FZ dated 30.11.1994 (Part one), No.
14-FZ dated 26.01.1996 (Part two);

. Federal Law No. 167-FZ dated
15.12.2001 “On  Compulsory  Pension
Insurance”;

. Federal Law No. 323-FZ dated

21.11.2011 “On the basics of health protection
of citizens in the Russian Federation”;

. Federal Law No. 27-FZ dated
01.04.1996 “On Individual (Personal)
Record-Keeping in Compulsory Pension
Insurance System”;
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lMocTaHoBNEHUS "locynapcTBEHHOro
komuteTta P® no ctatuctuke ot 05.01.2004 Ne
1 «O6 yTBEPXAEHUN YHUDULMPOBAHHBIX POPM
NepBUYHON YYETHOMN AOKYMEHTaLMU MO Yy4yeTy
TpyAa v ero onnarbly;

depepanbHoro 3akoHa ot 25.12.2008
Ne 273-®3 «O npoTMBOAENCTBUM KOPPYNLUNY;
depepanbHoro 3akoHa ot 07.08.2001
Ne 115-®3 «O npoTtnBoAeNCTBUN Neranmsaumnm
(oTMbIBaHMIO) A0X000B, NOSyYEeHHbIX
NpecTynHblM NyTeMm, W  (UHAHCMPOBAHMUIO
Teppopusmay;

3akoH P® ot 07.02.1992 Ne 2300-1 "O
3awuTe npae notpebutenen”;

ADVENTURE BY DESIGN

. depepanbHbii 3akoH OT 27.12.2002 Ne
184-03 "O TexHu4eckom perynmposaHmm";
M  WHBbIX HOPMAaTMBHO-MPABOBLIX WU

JIOKallbHbIX aKTOB, coaep’xallnx 00s13aHHOCTb

000 «Bun-3p-MNn CaHkr-lNeTepbypr»
ocyulecTBnaTe  06paboTky  nepcoHanbHbIX
AaHHBbIX.

MonuTnka NpUMEHSIETCA B OTHOLUEHUWN BCEX
nepcoHanbHbIX AaHHbIX (CyObEKTOB), KOTOpPbIE
MoryT ObITb nony4veHbl OO0 «Bbu-Op-MNun CaHkT-
MeTepOypr» B npouecce OeATENbHOCTU, B TOM
yucrne B cnepylowmnx cry4vasx:

ucnone3oBaHune Beb-cantos OO0 «bu-
Op-TMun CaHkT-MeTepbypr»?;

ob6palueHms B OO0 «bu-3p-INn CaHkT-
Metepbypr» B ntobon dopme, HanpasneHue
Xanob, KOMMEHTapWeB WNM 3amevYaHuin W
npeanoXeHun;

noceweHne ocgucos OO0 «bu-Op-Nu
CaHkT-lNeTepbypry»;

npogaxa npoaykumn BRP;
B3aMMOAEWCTBME C KOHTpareHTamu u
Komnanusamu rpynnel Bombardier Recreational
Products npu ocyuwectBneHun onepaTUBHOM
pestenbHocTn  OOO  «bu-Op-Mn  CaHkT-
MeTepbypry»;

B MHbIX Cry4asx.

TepMUHbI, NOHATUA U onpeaeneHus

Decree of the State Committee of the
Russian Federation on Statistics No. 1 dated
05.01.2004 “On approval of Unified Forms of
Primary Accounting Documents of Labour
Accounting and Remuneration”;

. Federal Law No. 273-FZ dated
25.12.2008 “On Anti-corruption”;
. Federal Law No. 115-FZ dated

07.08.2001 “On counteraction to legalization
(laundering) of incomes obtained in a criminal
way and financing of terrorism”;

. The Law of the Russian Federation No.
2300-1 dated 07.02.1992 “On protection of
end consumers’ rights”;

. Federal Law No. 184-FZ dated
27.12.2002 "On technical regulation”;

. And other normative and local acts
which oblige BRP Saint Petersburg LLC to
process personal data.

The Policy applies to all personal data
(subjects) which might be obtained by BRP
Saint Petersburg LLC during operational
activity including the following cases:

o use of the websites of BRP Saint
Petersburg LLC;

contacting BRP Saint Petersburg LLC
in any form, sending complaints, comments or
notes and suggestions;

o visiting the offices of BRP Saint
Petersburg LLC;

sales of BRP products;

interaction  with  contractors and
companies of the Bombardier Recreational
Products group in the implementation of
operational activities of BRP Saint Petersburg
LLC;

in other cases.

Terms and Definitions

[Ona cratnctudeckoro aHanu3a AaHHbIX

000 «bu-3p-lNun CaHkT-MNeTepbypr».

(0]

nocetlueHusx sBeb-cantor OO0 «bu-Op-MNn CaHkT-

MeTepbypr» wncnonb3yet dannbl cookie B
nopsigke, nNpegycMoTpeHHoM  [onutukon  no
ucnonb3oBaHuto  davnos  cookie, koTopas

pasMellleHa Ha COOTBETCTBYIOLIMX BebG-canTax

For statistical analysis of data on website visits
BRP Saint Petersburg LLC uses cookie in the order
established by the Cookie Policy which is posted
on the related BRP Saint Petersburg LLC websites.
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B Hactogqwen [Monutnke  mUCNOMb3ylTCA
cnegywouwime OCHOBHblE TEePMUHbI, MOHATUA U
onpeaenexHus:

nepcoHarnbHble AaHHble - ntobas
MHpOpMaLMS, OTHOCALLASACA K NPSIMO UMK
KOCBEHHO onpeaeneHHomy nnm
onpeaensiemMomy dmanyeckomy nvuy
(cybbeKTy nepcoHanbHbIX AaHHbIX);

onepaTtop - TOCYydapCTBEHHbIA  OpraH,

MyHULUMNAnNbHbLIA  OpraH, lopuandyeckoe WUnm
du3mMyeckoe nULO, CaMOCTOATENbHO WK
COBMECTHO C ApYrMMuy NLiamMmn opraHusyroLLme

n  (nnn)  ocywectensowme — obpaboTky
nepcoHanbHbIX JaHHbIX, a Takke
onpeaensoLne uenu 0b6paboTku

NnepCcoHanbHbIX AaHHbIX, COCTaB NepcoHanbHbIX
AaHHbIX, noanexawux obpaboTke, OENCTBUS
(onepauun), coBepLiaemMble C NepcoHanbHbIMK
AaHHbIMMU;

06paboTKka nepcoHanbHbIX AaHHbIX - Noboe
agencrteme (onepaumsi) unIM - COBOKYMHOCTb
AecTBMW  (onepauun), CcoBepllaeMblX C
MCNonb30BaHWEM CPeACTB aBToMaTn3aumm unm
6e3 ucnonb3oBaHUs  TakMX CPeacTB  C
nepcoHanbHbIMW  AaHHbIMK, BKNOYas cbop,
3anuce, cucTemaTtumsaumto, HakonneHue,
XpaHeHwue, yTOYHEHME (obHOBNEHME,
N3MEHeHMe), Wn3BrieYeHne, UCNoNb30oBaHue,
nepegavy (pacnpocTpaHeHue,
npegocTaBneHne, Aoctyn), obesnuuvsaHue,
GnokupoBaHue,  yganeHue,  YHUYTOXEHue
NnepCcoHanbHbIX AaHHbIX;
aBTOMaTM3MpOBaHHasA obpaboTka
nepcoHanbHbIX AaHHbIX - obpaboTka
NnepcoHanbHbIX AaHHbIX C MOMOLbIO CPEACTB
BbIYNCNIUTENBHON TEXHUKM;

pacnpocTpaHeHue NnepcoHarnbHbIX AaHHbIX -
AEVNCTBMS, HanpaBrfieHHble Ha  packpbiTue
NepcoHanbHbIX OaHHbIX  HeonpeaeneHHoOMy
Kpyry nu;

npenocTaBfieHne NepcoHanbHbIX AAHHbIX -
AEVNCTBMS, HanpaBrfieHHble Ha  packpbiTue
NepcoHanbHbIX AaHHbLIX ONpeaeneHHoOMY nuuy
NN onpeaeneHHoMy Kpyry nuu;
GnoKMpoBaHME NepCOHanbHbIX AaHHbIX -
BPEMEHHOE npekpawieHme 0bpaboTkm
nepcoHanbHbIX AaHHbIX (3@ WUCKNIOYEHUEM
cny4aes, ecnu obpaboTka Heobxoguma ans
YTOYHEHWSI NEPCOHArbHbIX AAHHbIX);
YHUUYTOXEHME MNepCcoHanbHbIX [OaHHbIX -
AEVNCTBUSA, B pesynbTate KOTOpbIX CTAHOBUTCA
HEBO3MOXHbIM  BOCCTaAHOBUTb  coAepkaHve
NnepcoHanbHbIX AaHHbIX B MHGOPMaLMOHHOM
CUCTEME MNEPCOHArbHbIX AaHHbIX M (UnNun) B
pesynbtare KOTOPbIX YHUYTOXalTCA

The following main terms and definitions shall
be used in the present Policy:

Personal data shall mean any information,
related to a natural person (personal data
subject), which is defined or can be defined
directly or indirectly;

Operator shall mean state, municipal body,
legal entity or natural person, which organizes
and (or) processes personal data
independently or together with other persons
and determines the purposes of personal data
processing, content of personal data, subject
to processing, actions (operations), performed
with personal data;

Personal data processing shall mean any
action (operation) or set of actions
(operations), performed under application or
without application of automation means in
relation to personal data, including collection,

recording, systematization, accumulation,
storage, clarification (update, change),
extraction, use, transfer  (distribution,
provision, access), depersonalization,

blocking, deleting, destruction of personal
data;

Automated personal data processing shall
mean personal data processing with
computing tools;

Personal data distribution shall mean
actions, aimed at disclosure of personal data
to an indefinite number of people;

Personal data provision shall mean actions,
aimed at disclosure of personal data to a
definite person or definite number of people;

Personal data blocking shall mean
temporary termination of personal data
processing (excluding cases, when
processing is required for personal data
clarification);

Personal data destruction shall mean

actions, which make it impossible to recover
personal data content in the personal data
information system and (or) which result in
destruction of material personal data carriers;
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MaTepuarnbHble
OaHHbIX;
obe3nnuuBaHMe nepcoHanbHbIX AAaHHbIX -
AEeNCTBUS, B pesynbTate KOTOpbIX CTAHOBUTCA
HEBO3MOXHbIM 6e3 NCnonb30BaHUA
AOMNONHUTENBbHON  MHGOpMaUun onpenenntb
NPUHAANEXHOCTb  MepCcoHarnbHbIX  AaHHbIX
KOHKPETHOMY cybbekTy nepcoHarbHbIX
OaHHbIX;

MHdOpMaLMOHHAA cucTtema nepcoHarnbHbIX
AaHHbIX — COBOKYMHOCTb coepXaluuxcs B
Gasax [aHHbIX MepcoHanbHbIX OaHHbIX WU
obecneuymBaroLmx nx obpaboTky
NHAOPMALMOHHBIX TEXHOMOMMN U TEXHUYECKNX
CPeAcTB;

TpaHCrpaHu4yHas nepenayvya nepcoHanbHbIX
AaHHbIX - Nepegaya nepcoHanbHbIX AaHHbIX Ha
TEPPUTOPUIO  MHOCTPaAHHOro  rocygapcrea
opraHy BracTM WHOCTPaHHOrO rocyaapcTea,
WHOCTPaHHOMY  (DM3UYECKOMY  NULy  Unu
WHOCTPaHHOMY OpUAMYECKOMY NnLy.

HOCUTEITN nepcoHalribHbIX

MpuHUMNbI, uenn M ycrnoBuA oOOpPabOTKu
nepcoHanbHbIX gaHHbix B 000 «bu-3p-Nun
CaHkr-leTepbypr»

00O «bun-3p-INun CaHkr-MeTepbypry», sBnasach
onepaTopomM nepcoHanbHbIX AaHHbIX,
ocywecTBnsieT 0b6paboTky  NepcoHanbHbIX
AaHHbIX paboTHukoB OO0 «bu-3p-MNn CaHkT-
MeTepbypr» n apyrux cybbekToB
nepcoHarnbHbIX AaHHbIX, He cocToswmnx ¢ OO0
«Bbn-Op-Mn CaxkT-MNMeTepbypr» B TPyAOBbIX
OTHOLLIEHUSAX.

O6paboTka nepcoHanbHbIX JaHHbIX CYyObEKTOB

B OO0 «bu-Op-NMn  Cankr-MNMetepbypr»
OCYLLIECTBNAETCA Ha OCHOBE CreaytoLmx
NMPUHLINMNOB:

o obpaboTka nepcoHarnbHbIX  AaHHbIX

ocyuwlectnserca B OO0 «bu-Op-MNun CaHkT-

MeTepbypr» Ha 3aKOHHOW U1 CNpaBeannBOM
OCHOBE;
o obpaboTka nepcoHamnbHbIX  OaHHbIX

OrpaHNYMBaeTCs AOCTUXXEHMEM KOHKPETHBbIX,
3apaHee onpeaeneHHbIX U 3aKOHHbIX Lenen.

o He JornyckaeTcs obpaboTka
NepcoHanbHbIX  AaHHbIX,  HECOBMeCTMMas
C uensimm cbopa nepcoHanbHbIX AaHHbIX;

. He gonyckaetca obbeanHeHne 6as
AaHHbIX, COAepXaLLMX NepcoHarbHble AaHHbIE,
06paboTKa KOTOPbIX OCYLLECTBASETCA B Liensx,
HECOBMECTUMbIX MeXay CO0OM;

Personal data depersonalization shall mean
actions, which make it impossible without
additional information to determine that
personal data relates to a certain personal
data subject;

Personal data information system shall
mean an aggregate of personal data
contained in databases and information
technologies and hardware ensuring their
processing;

Cross-border transfer of personal data
shall mean Transfer of Personal Data on the
territory of a foreign state to a state body of a
foreign state, to a foreign natural person or a
foreign legal entity.

Principles, purposes and conditions for
personal data processing at BRP Saint
Petersburg LLC

BRP Saint Petersburg LLC is a personal data
operator and processes personal data of BRP
Saint Petersburg LLC employees and other
personal data subjects, which have no labour
relations with BRP Saint Petersburg LLC.

Personal data of subjects is processed at BRP

Saint Petersburg LLC according to the
following principles:
o personal data is processed at BRP

Saint Petersburg LLC on legal and fair basis;

o personal data processing is limited to
achievement of certain and legal goals, set in
advance;

o personal data  processing, not
compliant with the purposes of personal data
collection, shall be prohibited;

o it is prohibited to combine data bases
with personal data, which is processed for
incompatible purposes;
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. obpaboTtke nognexart TONbKO
nepcoHanbHble AaHHble, KOTOpble OTBe4YaroT
uensim nx obpaboTkuy;

. cogepxxaHume 1 oobem
obpabaTtbiBaeMbiX MNEepCOoHamnbHbIX  AaHHbIX
COOTBETCTBYET 3asgBneHHbIM uenam

obpaboTku.
obpabaTtbiBaeMbIX
MO OTHOLLEHWNIO
00paboTku;

o npy o6paboTke NepcoHanbHbIX AAaHHbIX
obecneunBaeTcsi TOYHOCTb  MEPCOHarbHbIX
AaHHbIX, UX OOCTAaTOYHOCTb, @ B HEOOXOAUMbIX
CnyyasiX W aKTyanbHOCTb MO OTHOLLEHUIO
K uensam obpaboTknm nepcoHanbHbIX AaHHbIX.
000 «Bn-9p-Mn CaHkT-lNeTepbypr»
npMHMMaeT  Heobxoaumble  Mepbl  NMGO
obecneynBaeT nx NPUHATME MO yOANEHUIO WA
YTOYHEHUIO  HEMOSHbIX  WAM  HETOYHbIX
nepcoHanbHbIX AaHHbIX;

o XpaHeHne  MepcoHasnbHbiX  [aHHbIX
ocywiecTensietcs B ¢opme, no3sonsowee
onpeaenuTb cybbekTa nepcoHanbHbIX aHHbIX,
€CNnN CPOK XPaHEeHMs1 NepcoHarbHbIX AaHHbIX
He YCTaHOBMNEeH deaepanbHbIM  3aKOHOM,
A0roBOPOM, CTOPOHOM KOTOPOro,
BblrogonpuobpeTtaTenem unv nopyyuTenem no
KOTOPOMY SIBNSIETCA CYyOBbEKT nepCcoHarnbHbIX
AaHHBbIX;

o obpabartbiBaeMbie nepcoHarnbHble
AaHHble YHUYTOXatoTCA NMnbo obesnuymBaloTca
no OOCTMXKEHUN  uenen  obpaboTkm  unu
B Cny4vae yTpaTbl HeobXxoaAnmMocTH
B AOCTWXXEHMM 3TUX LUenen, ecnm uHoe
He NpeayCcMOTPEHO 3aKOHOAATENBCTBOM
Poccuinckon depepaunn.

He ponyckaeTcss U36bITOMHOCTb
nepcoHarnbHbIX  AaHHbIX
K 3asBMeHHbIM  Llensam ux

o only personal data, compliant with its
processing purposes, can be processed;

o content and scope of processed
personal data complies with the declared
processing purposes. It is prohibited to
process excessive personal data, compared to
the declared processing purposes;

) personal data accuracy, its sufficiency
and if required relevance compared to the
purposes of personal data processing shall be
ensured during personal data processing.
BRP Saint Petersburg LLC shall undertake all
required actions or shall ensure these actions
to delete or clarify incomplete or inexact
personal data;

. personal data shall be stored in a form
which allows to determine personal data
subject, if the term for personal data archiving
is not set under the federal law, contract, the
personal data subject is a party, beneficiary or
surety to;

o processed personal data shall be
destroyed or depersonalized upon
achievement of processing purposes or if
there is no further necessity to achieve these
purposes, unless otherwise stipulated under
the laws of the Russian Federation.

MepcoHanbHble gaHHble B OO0 «bu-Op-Mn Personal data is processed at BRP Saint

CaHkT-lNeTepbypr» obpabaTbiBalOTCA B LENsX:

lMepcoHarnbHble  OaHHble
covckaTtenen/

Personal data of job
applicants

Petersburg LLC in the following purposes:

MoaTteepxaeHve keanudpukaumm Cybbekta nepCcoHanbHbIX AaHHbIX
Ha OOMMKHOCTb B LENsSX BO3MOXHOIO TPYAOYCTPOWCTBA, OLEHKa
COOTBETCTBUSA CybbekTa NepCcoHanbHbIX OaHHbIX
KBanMUKaUMOHHbIM  TpeboBaHMaAM AN COOTBETCTBYHOLLEN
JOormkKHocTK /

Verifying Personal Data Subject’s work-related qualifications with a
purpose of potential employment, accessing the suitability of the
Personal Data Subject for employment

MpoBepka n oT6op kaHanaaToB (Bkoyas, CybbekTa nepcoHanbHbIX
AaHHbIX) Ha BakaHTHYI LOIMKHOCTb, MMetowyocs y KomnaHum Ha
MOMeHT obpalleHna CybbekTa nepcoHanbHbIX AaHHbIX/

Reviewing candidates (including the Personal Data Subject) and
selecting person to fill a position, opened as of the date of the
Personal Data Subject's application

BkntoveHne CybbekTa nepcoHanbHbIX AaHHbIX B KaapoBbii pe3eps/



lNepcoHanbHble

paboTHUKOB/
Personal
employees

data

OaHHble

of
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Inclusion of the Personal Data Subject in the personnel reserve
system

lMpoBepka W oOLeHKa [OOCTOBEPHOCTU M TOYHOCTU CBEAEHWMN,
npepocTaBrneHHblx CyObekTOM MepcoHanbHbIX AaHHbIX B LEnsx
TPY4OYCTPOWCTBA (BKIMOYasi NMUYHY0 MHGOPMaLMIO, OnbIiT paboThl,
obGpas3oBaHue, HaBblkM, KBanuukauum un npovvMe AaHHble,
cogepxawumeca B pestome Cybbekta nepcoHanbHbIX LaHHbIX U
npeacTaBneHHbIX UM JOKYMeHTax n ceeaeHusx)/

Verifying and assessing validity and correctness of information
provided by Personal Data Subject for the purposes of hiring
(including personal details, work experience, education, qualification
details and other information as stated on the CV of the Personal
Data Subject and documents provided by the Personal Data Subject)
MpoBepka, oLeHka 1 coop Nodor MHOM MHopMaLIMK, OTHOCSILLIENCS
K  NpodeccUoHanbHO-KBanMMUKAUMOHHBIM U JIMYHOCTHbBIM
KayecTtBam /

Verifying, assessing and collecting any other information, related to
the professional qualification and personal qualities

CobniogeHne 3akoHogatenbctBa Poccuiickon depepauumn (B ToM
yucne, NOAroTOBKA NPOEKTa TPYAOBOro AOroBopa pAans uenew
o6eyxaeHnss ¢ CyObeKkToM nepcoHanbHbIX OaHHbIX, @ PaBHO WUHOWM
KagpoBOoM [OKyMeHTauum B cBA3M C npuemom CybGbekta
nepcoHarnbHbIX AaHHbIX Ha paboTy)/

Compliance with the Russian Federation laws (including, preparation
of draft employment agreement for discussion purposes with
Personal Data Subject, as well as other HR documentation in
connection with hiring of Personal Data Subject)

MpenaTtcTBMe BO3HUKHOBEHMIO KOHMMMKTA MHTEPECOB, a Takke
npegoTBpaLLeHne Koppynuum B npouecce nogbopa kagpos /
Prevention from the conflict of interest and elimination of the
corruption risks in the hiring process

Ob6ecneyeHne cobniogeHNss 3aKOHOB W UHbIX  HOPMAaTMBHbIX
NpaBoOBbIX aKkTOB/

Ensuring compliance with the law and other statutory and regulatory
obligations

CopenictBne B TPYAOYCTPOWCTBE, MNONMy4yeHMM obpasoBaHus W
npoaBwKeHun no crnyxode/

Assisting in employment, education and career development
ObecneyeHne nuyHom 6esonacHocTu /

Ensuring personal security

KoHTponb KayecTBa 1 KonnyecTsa BbINonHaeMon paboTbl/
Monitoring the quantity and quality of work performed

Ob6ecne4veHne coxpaHHOCTU nmyLlecTea/

Ensuring the safekeeping of the property

AOMUHUCTpPATUBHOE W  (PUHAHCOBOE YMNpaBfieHME MNepcoHariom
(CybbekToM nepcoHarnbHbIX AaHHbIX WM ApyrUMu  paboTHUKamMu
KomnaHun); obecneyeHne cOrnmacoBaHHOCTU BCeEW KaapOBOW
oT4yeTHOoCcTU KomnaHum n ee rpynnbl nvy, B oTHoweHun Cybbekta
nepcoHanbHbIX AaHHbIX/

Administrative and financial management of personnel (i.e. the
Personal Data Subject and other employees of the Company);
maintenance of consistent human resource reporting throughout the
Company and its group companies with respect to the Personal Data
Subject
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BoinonHeHne KomnaHnven 3apnnatHbix ob6sA3aTensCcTB nepeq
CyOGbeKTOM NepCcoHanbHbIX AaHHbIX, BKIHOYAas HayucrneHue u
BbinnaTy 3apaboTHOM nnaTbl; peanu3auus JoKasnbHbIX aKTOB O
BbiMflaTe KOMMNEHcaUUN U/unm cucteMme Bo3HarpaxkgeHui/

Fulfilment of the Company's payroll obligations to the Personal Data
Subject, including calculation and payment of salary; implementation
of internal regulations on wages and/or incentive plans
CocTaBneHne OTYETHOCTU U BefeHue Byxrantepckoro yvyeta/
Keeping of accounts and performance of book-keeping activities
PerynunpoBaHue rpadumka oTnycKoOB U BbIXOOHbIX AHEN/

Managing of vacation and holiday calendars

MnaHmMpoBaHue n ukcaumsi NPUCyTCTBUS N OTCYTCTBUSA HA paboyem
mecTe/

Planning and recording of workplace presence and absence
OpraHusauuns paboyvero BpemeHu/

Organisation of working hours

MoarotoBka nepcoHana/

Personnel training

KoHTponb 3a obopymoBaHveMm KomnaHuu, goBepeHHbIM CyObekTy
NepcoHanbHbIX [AaHHbIX (Hanpumep, KOMMbIOTEPbl, HOYTOYKM,
aBTOMOGMNN, CTauMOHapPHbIE U MOBUNbHbIE TenedoHbl)/
Management of the Company's equipment entrusted to the Personal
Data Subject (e.g. computers, laptops, cars, telephones and mobiles)
YnpaBneHne B3aMMOOTHOLLIEHUAMUN C TPETBUMW NULaMn ANs Lenen
NEHCUOHHbIX (POHOO0B, CTPAXOBAHWSA XU3HU, 340POBbS, MMYLLECTBA,
oTBETCTBEHHOCTU CybbekTa nepcoHanbHbIX AaHHbIX, MEOULUHCKOrO
obcnyxuBaHus, npefoctaBneHns paboTHMKaM  BO3MOXHOCTU
nonb3oBaTbCsA CTONMOBbIMW AN NepcoHana, oKasaHus
TPaAHCNOPTHLIX W Apyrux ycnyr, npeaoctaensembix CyObekTy
nepcoHarnbHbIX AaHHbIX Kak paboTHMKY KomnaHuu/

Management of relationships with third parties for pension funds,
insurance of the Personal Data Subject (life insurance, health
insurance, property insurance, liability insurance), healthcare
services, staff canteen services, transport services, and other
services granted to the Personal Data Subject as the employee of
the Company

Ob6ecneveHne 6Ge3onacHOCTM  MnepcoHana, MNOMELLEHUA 1
WH(POPMALIMOHHBIX CUCTEM  (MOEHTUMKaAUUA 1uL, KOHTPOSb
aocTyna n ayteHTudunkaums)/

Management of personnel, premises and IT security (identification
of persons, access control and authentication)

YnpaeneHve u opraHusaumsi paboyero npouecca, MOBUITLHOCTH,
pacnpeneneHne pasnumyHbix 06s13aHHOCTEN U/ OeaTenbHOCTM K
npoektoB Mexay CyObeKToM nepcoHanbHbIX AaHHbLIX U OPYrUMU
paboTHukamun KomnaHuw/

Management and organisation of work flow, mobility, assignment of
various duties and/or the activities and projects to the Personal Data
Subject and other employees of the Company
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CobnogeHne TpeboBaHMM 3akOHA W  MOA3AKOHHLIX aKTOB B
oTHoweHun CybbekTa NepCoHarnbHbIX AaHHbIX, UHbIX PabOTHMKOB 1
NpodCco30B, a Takke NPUMEHMMOro 3akoHoAaTenbCcTBa B cdepe
TPYAOBbIX OTHOLLIEHWUNA, HanoroobnoxeHus, coumanbHoro
obecneyeHus, obecneyeHns rapaHTuaMm B cnydvae
HeTpyaocnocobHocTn CybbekTa nepCoHanbHbIX AaHHbIX, OXPaHbl
Tpyaa n 6e3onacHocTn Ha paboyem mecTte, oba3aTenbHOro npmema
Ha paboTy, TPyAOYCTPOMCTBA 3aLLMLLEHHbIX KAaTEropun rpaxkgaH, a
Takke cobniogeHve WHbIX TpeboBaHMM NPUMEHNMOro
3akoHopaTtenbcTBa/

Compliance with statutory and regulatory requirements with regard
to the Personal Data Subject, other employees and trade unions, as
well as with the applicable labour, tax, social security, welfare laws,
safety at work regulations, mandatory employment, employment of
protected categories, and with other applicable legal acts

KoHTponb 1 obecnedeHne cobntogeHus nonuTuK M npoueayp u
NPUMEHMMbIX 3aKOHoAATemnbHbIX TpeboBaHMW, B TOM u4ucne
nocpeacTBOM MPOBEPOK W cneuunanbHbIX CUCTEM W npoueayp,
Hanpumep  cucTeMbl  MHAOPMUMPOBAHMA O  HapyLUEHUSX,
MOHUTOpUMHra IT cuctem m aktmBHocTn CybbekTa nepcoHanbHbIX
AaHHBIX  NpK NUCNONb30BaHMM  3TUX  CUCTEM, cucTem
BuaeoHabnoaeHns/

Monitoring and enforcing compliance with the policies and
procedures and applicable legal requirements, including through
audits and devoted systems and procedures, such as whistle-
blowing systems, monitoring of the IT systems and the user activity
of the Personal Data Subject in the course of using such IT systems,
video surveillance systems

MpepocTtaeneHne paboTHMKamM KomnaHum paBHbIX rapaHTuA U

BO3MOXXHOCTEW; BbISIBIIEHNE " npoTMBOAENCTBNE
ONCKPUMMHALMOHHBLIM NPOSIBIIEHNSAM, NPUTECHEHUAM,
AomoratenbCcTBam 1 NpaBOHapyLUEHUSIM UK NPEKpaLLEeHe 4aHHbIX
HapyLeHun/

Provision of equal guarantees and opportunities to the Company's
personnel; identifying and preventing discriminatory conduct,
oppression, harassment and offence, or ceasing such behaviour
MNMpepoctaenenve CyBbekTy nNepcoHanbHbIX OaHHbLIX NbroT U
GOHYCOB 1 ynpasneHve aTuM npoueccom/

Granting and managing benefits and bonuses to the Personal Data
Subject

YnpaeneHue kagpoBbiM MOTEHLMANoOM 1 KapbepHbIM pOCTOM/
Talent management and career development

MNeHcnoHHoe nnaHMpoBaHue 1 ynpasneHue/

Retirement planning and management

PaspeweHne noTeHumanbHbIX pasHornacun mexay CybbekTom
nepcoHanbHbiX AaHHbIX K KomnaHnuen, apyrumm paboTHukamm
KomnaHun wnu TpetbuMmy nuuamu, B TOM 4YuUCNe nposefeHue
COOTBETCTBYHOLLEro NpeaBapuUTENbHOrO paccrneaoBaHus, yyactue B
cynebHom npouecce, apbutpaxHom pasbupaTenbcree  unu
npouegypax MUPHOro yperynmposaHus cnopa/

Managing possible disputes between the Personal Data Subject and
the Company, other employees of the Company or third parties,
including carrying out appropriate preliminary research, taking part in
court, arbitration or settlement procedures
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lMpoBedeHe oueHKM NPOM3BOACTBEHHbLIX Mokadatenen CybbekTa
NnepcoHanbHbIX AaHHbIX, OLEHKM yaoBrneTBopeHHocTn Cybbekta
nepcoHanbHbIX AaHHbIX paboton B Komnawwmm (B TOM uwncne
NOCpPeACTBOM aHKETUPOBAHWSA), NpeanoXxeHun n npocbd CybbekTa
NepcoHanbHbIX  OaHHbIX, a Takke nNpoBeAeHUEe  OLEHKM
peatensHocTn KomnaHuw/

Personal Data Subject evaluation, assessment of the Personal Data
Subject's  satisfaction (including, by the completion of
guestionnaires), and of the Personal Data Subject's suggestions and
requests, as well as evaluation of the Company's business
organization

OcyuwectBnenne npae KomnaHmm «kak pabotogatens B
COOTBETCTBMM C NPUMEHMMbBIM 3aKOHOAATENLCTBOM M cobniogeHne
3aKoHoOaTeNbHbIX TpeboBaHUi/

Exercise of the Company's employer rights under applicable law and
compliance with the applicable legal requirements
MpepoctaBneHne nbrot u ycnyr B WHTepecax CybbekTa
NepcoHarnbHbIX AaHHbIX, MNOMUMO cobniogeHus  TpeboBaHui
3aKoHoAaTenbCTBa WM AOroBopa, Hanpumep, nNpeaocTaBrieHne B
NIMYHOE NONb30BaHWE WMYLLECTBA, CTPaxOBKM W OPYrux Yycnyr,
npeaoctaensemMbix KomnaHuen nnm no ee pacnopsikeHuto/
Providing benefits and services in the Personal Data Subject's favor
exceeding compliance with the law and contract, such as granting
personal use of the Company's property, insurance, and other
services rendered by the Company or at its instructions
CnocobcTtBoBaHME adpekTMBHOMY ocyllecTBneHnto KomnaHuen
CBOEl TeKywen gedatenbHoCcTn (Hanpumep, nybrnvkauus OenoBown
doTorpadun, pabounx KOHTaKTHbIX OaHHbIX nnm
npodeccunoHanbHon 6uorpacdmm Cybbekta nepcoHanbHbIX AaHHbIX
BO BHyTpeHHen ceTn (MHTpaHeTe) KomnaHuun, Gpolutopax, gpyromn
MHAOPMAaLIMOHHOW AOKYMeHTaummn unn B UHTepHeTe)/

Functional performance of the Company's business activity (e.g.
publication of business photograph, business contact details or
professional biography of the Personal Data Subject in the
Company's intranet, brochures, other informative documentation or
on the internet)

MpoaswmxeHne nmnopxka KomnaHmm n okasaHue 61aroTBOpUTENBHOMN
nomoLun/

Promotion of the Company's image and of charity initiatives
OcyuiectBneHne pasnuuHelx  dopMm  ydactus CybbekTa
nepcoHanbHbIX AaHHbIX B geaTenbHoctu KomnaHum u ero rpynnbi
nvu/

Implementation of different forms of participation of the Personal
Data Subject in the activities of the Company and the companies of
its group

Ob6ecneyeHne Ona OpyrMx KOMM@HUM Tpynnbl, YYPEXOEHHbIX 3a
rpaHuLEN, BO3MOXHOCTEM AOns  cobnogeHna  NpUMEHUMOro
3aKoHOAATENbCTBA, @ TakKkKe BbIMNOMIHEHUS PaCMOPSPKEHUA UK
3anpocoB KOMMNETEHTHbIX OPraHoB, KOTOpPbIe MMEKT 06a3aTenbHyo
cvny Anst 3TUX KOMMaHWn, Npy YCNoBuMK, YTO 3TO HE HapyLLaeT npasa
N 3aKOHHbIe nHTepechl CybbekTa nepcoHanbHbIX AaHHbIX/

Enabling other companies of the group, which are established
abroad, to comply with the applicable laws and with the orders and
requests of competent authorities by which said companies are
bound, provided this does not violate the rights and legitimate
interests of the Personal Data Subject



lMepcoHanbHble  AaHHble
POACTBEHHUKOB
paboTHUKOB/

Personal data of

employees’ relatives

lMepcoHanbHble  OaHHble
ncnonHuTenemn no
rpakaaHCcKo-NpaBoBbIM
aorosopam/

Personal data of executors
under civil contracts
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lMnaHnpoBaHne 1 ocyLlecTBrieHNne U3MEHEHUN B OpraHn3auMOHHON
cTpykType KomnanHum v / vnu ero rpynnbl Nuu; ocyLiecTBeHune
CIUSHUN W MOrMOWEHNA,  npojaxa  nNpeanpuaTna  unu
noapasgeneHus, 3aknoyeHe JOroBOpoB O CO34aHUM COBMECTHbIX
NpeanpuaTA NN KOHCOPLUMyMa 1 npoyee/

Planning and implementing changes in the organisation structure of
the Company and / or its group; mergers and acquisitions, transfer of
business, or transfer of a branch of the business, entering into joint
venture or consortium agreements, etc.

OkcTpeHHasa cBa3b ¢ CyObeKkToM nepcoHasnbHbIX AaHHbIX B Cryvae
NOBbLIX NPOMCLLECTBUIA UM HECHACTHbIX Cryyaes/

Emergency communications with the Personal Data Subject in case
of any accidents or injuries

BkntoueHne CybGbekta nepcoHanbHbIX AaHHbIX, obnagatouiero
Heob6xoQUMbIM MOTEHUManom Ans BbINONHEHUS TPYA0BOW (PYHKLMK
N oTBevalwllero npegbsasnsemMbiM TpeboBaHUAM, B CUCTEMY
KagpoBOro pesepBa, a paBHO pabOTHWKOB, paHee MpeKpaTUBLLNX
TpyaoBble  oTHoweHuss ¢ Komnanmen ana  BO3MOXHOTO
nocneayLwero TpyaoycTponcTea u (Mnu) ropnusoHTanbHoro un (Mnm)
BEPTMKANbHOMO  MNEepemeLleHnMs Ha  BakKaHTHble  [OIMKHOCTH,
umetomeca y Komnanumm/

Inclusion of the Personal Data Subject with the necessary potential
to perform the work function and meet the requirements in the
personnel reserve system for possible subsequent employment and
(or) horizontal and (or) vertical movement to the vacant positions
available at the Company

BkntoyeHne CyGbekTa nepcoHanbHbIX AaHHbIX B KaApOBbI pe3eps
ONA 3NU30ANYECKOro npueBneyvyeHnsa Kk pabote ANSA BbINOMHEHUSA
OTAEerNbHbIX 3a4aHUI 1 Ha onpeaeneHHbIN Cpok/

Inclusion of the Personal Data Subject in the personnel reserve
system for occasional involvement as necessary to address certain
issues and for a certain period

Mony4yeHue annmeHToB/

Receiving alimony

OdopmnieHne coumnanbHbix Boinnat/

Registration of social payments

Mony4yeHne HanoroBbIX BbIHYETOB/

Getting tax deductions

BeneHvne kagpoBoro yyeta B COOTBETCTBUM C YCTAHOBEHHbLIMW
YNOMHOMOYEHHbBIMM OpraHaMmu Briactu popmamu/

Maintaining personnel records in accordance with the forms
established by the authorized authorities

3akntoyeHune, CONPOBOXAEHME, N3MEHEHMUE, pacTopxxeHune
aorosopos/

Conclusion, support, amendment, cancellation of agreements
NcnonHeHne o0643atensCcTB, NpPeagyCMOTPEHHbIX — JIOKanbHbIMU

HOPMaTUBHBLIMW aKTaMm W1 rpaXKgaHCKO-NpaBoBbIM JoroBopam/
Fulfilment of obligations provided for by local regulatory acts and civil
contracts

WcnonHeHnne ob6sa3aTenbCcTB, NpeQyCMOTPEHHbIX deaeparibHbIM
3aKOHO4ATENbCTBOM Y MHBIMWM HOPMATUBHBLIMW NPABOBLIMU akTamu/
Fulfilment of obligations provided for by the federal laws and other
regulatory legislative acts
3akntoyeHue, COMpOBOXAEHNE,
norosopos/

M3MeHeHue,  pacTopXKeHue
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Conclusion, support, amendment, cancellation of agreements
NcnonHeHne o64a3atensCcTB, NpegyCMOTPEHHbIX — JIOKanbHbIMU
HOPMAaTMBHbLIMW aKTaMu U JOrOBOpPaMM C KOHTpareHTamu/

Fulfilment of obligations provided for by local regulatory acts and
agreements with subcontractors

NcnonHeHne o06s3aTenbCcTB, NpedyCMOTPEHHbIX deaepanbHbIM
3aKOHOAaTENbCTBOM M MHbIMU HOPMATMBHBIMW MPaBOBbIMU akTaMu/
Fulfilment of obligations provided for by the federal laws and other
regulatory legislative acts

MHdbopmaumnoHHasa nogaepxka napTHepos/

Information support of partners

ObecneyeHve y4vacTuss npeacTaBuTenend  KOHTpareHToB B

MepcoHarnbHble  AaHHble oTpacneBbiXx MeponpuaTUaXx/

ﬁ”‘;”z?;";:fe:'j”eb%x Provision of participation of contractors in industry events
KSHTH areHToB/ OkasaHne npeacTaBUTENSM  KOHTPAreHToB  COOEWCTBMS B
P Nnony4YeHnmn paspeLunTenbHbIX JOKYMEHTOB/
Personal data of . X \ . . .
, . Rendering assistance to the contractors’ representatives in obtaining
contractors authorized o
, permissive documents
representatives

OpraHu3aums TPEHUHIoB Ans NpeacTaBuUTENEN KOHTpPareHToB/
Organization of trainings for contractors’ representatives
B3anmogenictBume ¢ npodeccnoHanbHbiMn coobiectsamm/
Relationships with professional communities

OkasaHue cnoHcopckon noaaepxkn/

Rendering of sponsorship support

lMpoBepka napTHeEpOB Ha bnaroHageXXHoCTb/

Business partners due diligence

MpenaTtcTBMe BO3HUKHOBEHMIO KOH(MMKTA MHTEPECOB, a Takke
npeaoTBpaLleHme Koppynumm B npouecce Bbibopa KoHTpareHTa/
Prevention from the conflict of interest and elimination of the
corruption risks in the counterparty selection process.

3aknoyeHne,  COMpoBOXAEHME,  U3MEHEHWe,  pacTopXXeHue
noroBopos/

Conclusion, support, amendment, cancellation of agreements
NcnonHeHne 06a3aTenbCcTB, NPeayCMOTPEHHbIX — JTOKanbHbIMU
HOPMaTUBHbIMW aKTaMM W [OrOBOpaMuM C  WHAMBUAYaNbHbIMM

nepCOHaﬂbele OaHHble I'Ipe,El,I'Ipl/IHI/IMaTeJ'IFIMI/I/

nHﬂMﬁ”ﬂmabT";( i/ Fulfilment of obligations provided for by local legislative acts and
peanp arenew agreements with individual entrepreneurs

Personal data of individual VlCHONHEHME  0BS3aTENLE CIVCMOTDE enepa
entrepreneurs NMONHEeHn A3aTenbCTB, NPEAYCMOTPEHHBbIX heaepanbHbIM

3aKOHOAAaTENbCTBOM U MHBIMW HOPMAaTUBHBLIMW NPABOBbLIMU akTamu/
Fulfilment of obligations provided for by the federal laws and other
regulatory legislative acts

lMpoBepka napTHEPOB Ha GraroHaaeXHoCTb/

Business partners due diligence

O6paboTtka BO3MOXHbIX peknamauun Cybbekta [MepcoHanbHbIX
OaHHbIX/

Processing of possible complaints from the Personal Data Subject
MepcoHanbHble AOaHHble [lpoBeaeHue OT3bIBHbIX KamnaHun/

notpebutenen Conducting of recall campaigns

npoaykumm/ lMpoeeaeHne npomo-akunn/

Personal data of products Conducting of promotional programs

consumers WHdpopmupoaHne  Cybbekta  [lepcoHanbHbIX — [A@HHbIX O

MapKEeTMHIOBbIX KaMNaHWsX 1 npogykuun/
Informing the Personal Data Subject about marketing campaigns and
products
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dopmmpoBaHue CBEAEHUI O NPEANOYTEHMSAX U NOBeAeHNM Ha calTe/

lNepcoHarnbHble  gaHHble
3aperncTpmpoBaHHbIX
nocetutenen seb-cantos/
Personal data of
registered web-sites
visitors

website

NHdopmMmnposaHue

The formation of information on the preferences and behavior on the

lMpoeeaeHne npomo-akummn/
Conducting of promotional programs

Cybbekta [lepcoHambHbIX  OaHHbIX O

MapKEeTUHIroBbIX KaMNnaHUAX 1 I'IpO,D,yKLI,VII/I/

Informing the Personal Data Subject about marketing campaigns and

products
lNepcoHarnbHble  gaHHble
HeaBTOPUN30BaHHbIX
nocetutenen sed-cantos/
Personal data of
unauthorized web-sites
visitors

website

000 «Bn-9p-Mn CaHkT-lNeTepbypr»
ocywlecTBnsieT 0b6paboTKky  nepcoHanbHbIX
AaHHbIX nyTem cbopa, 3anucu,
cucTemMatm3aumn,  HaKoMfeHus,  XpaHeHus,
YTOYHEHWS, U3BMEYEHUsl, WCMONb30BaHUS,
nepegaudn, obe3nnumBaHus, OGIIOKMPOBaHWA,
yaaneHus, YHUUTOXEHMS, Kak c
NCnonb3oBaHMEM WMH(OPMALNOHHON CUCTEMBbI
nepcoHanbHbIX  OaHHbX, Tak un  6e3
MCNonb30oBaHWEM CPEACTB aBToOMaTU3aLMK.

NcTouHmnKkoMm MHdopmMaLmn o6o BCex
nepcoHarnbHbIX AaHHbIX aBnaeTca
HenocpeaCTBEHHO caM CyObekT nepcoHanbHbIX
AaHHbIX. Ecnu  nepcoHanbHble  AaHHble
BO3MOXHO MOMyYUTb TOMbKO Yy TpeTben
CTOPOHbI, TO CyOBEKT NEepCOHanbHbIX AaHHbIX
AomkeH ObITb 3apaHee B NMUCbMEHHON cdopme
yBeaomMneH 06 3TOM M OT Hero JOSMKHO ObiTb
nofy4eHo MUCbMEHHOE cornacue, ecnum nHoe
He nNpeaycMOTPEHO 3akoHodaTenscTtsom PO B
obnactn nepcoHanbHbIX AaHHbIX. OO0 «bu-
Op-MNMn CaHkT-MNeTepbypr» 0653aHO cooOLWUTL
CyObeKkTy nepcoHarnbHbIX OaHHbIX O LUensx,
npegnonaraeMblx WCTOMHMKAxX W  crnocobax
NoMy4YeHns NepcoHanbHbIX AaHHbIX, @ Takke O
xapakTtepe noanexarymx Nony4YeHno
MepcoHanbHbIX [OaHHbIX W MOCNEeACTBUSX
OTKasa cybbekTa nepcoHarbHbIX JAaHHbIX AaTb
NMMCbMEHHOE corfnacue Ha ux rnony4yeHue.

000 «bu-Op-Nun CaHkT-MeTepbypr» 6e3
cornacusi cydbekta nepcoHarnbHbIX AaHHbIX He
packpbiBaeT  TpeTbMUM  fMuam M He
pacnpocTpaHseT NepCcoHarnbHble AaHHbIe, Cru
WHoe He npeaycMmoTpeHo PepepanbHbIM
3akoHOM oT 27.07.2006 Ne 152-03 «O
NepcoHarnbHbIX AaHHbLIX».

dopMunpoBaHune ceBeaeHn 0 NPeAnoYTEHNAX U NOBEAEeHNM Ha caviTe/
The formation of information on the preferences and behavior on the

BRP Saint Petersburg LLC carries out the
processing of personal data by collecting,
recording, systematization, accumulation,
storage, clarification, extraction, use, transfer,
depersonalization, blocking, deletion,
destruction with the use of the information
system of personal data as well as without the
use of automation.

The personal data subject is the source of
information about all personal data. If personal
data can be obtained only from a third party,
the personal data subject must be notified in
writing in advance with obtaining of a written
consent, unless otherwise provided by the
legislation of the Russian Federation in the
field of personal data. BRP Saint Petersburg
LLC is obliged to inform the personal data
subject of the purposes, expected sources and
ways of obtaining personal data and on the
nature of the receivable personal data and
consequences of refusal of the personal data
subject to give written consent to receive them.

BRP Saint Petersburg LLC shall not disclose
personal data to third parties and shall not
distribute it without the personal data subject’s
consent, unless otherwise stipulated by the
Federal Law as of 27.07.2006 No. 152-FZ On
Personal Data.
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OO0 «bu-3p-Mun CaHkTt-MNeTepbypr» Bnpase
nepegaeaTb NepcoHarnbHble OaHHble opraHam
A03HaHuA n cneacTeus, WNHBbIM
YMNONMHOMOYEHHBIM OpraHaMm MO OCHOBAaHUAM,
npegycMOTPEHHbIM OeNCTBYIOLLMM
3akoHogaTenbcTBoM Poccurickon degepaumn.

OO0 «bu-3p-lMun CaHkTt-MNeTepbypr» Brnpase
nopy4nTb 06paboTKy nepcoHanbHbIX AaHHbIX
Apyromy nuidy C  cormacust cybbekTa
NepcoHarnbHbIX  AaHHbIX HA  OCHOBAaHWM
3aKn4yaeMoro ¢ STMM  JIMLOM  [OroBopa.
[loroBop pormkeH copepxaTb  NepedeHb
AencTteun  (onepaumi) C NepcoHarnbHbIMU
AaHHbIMK,  KOTOpble OyayT coBepLiaTbCs
nnLoM, OCYLLIECTBIAIOLLMM o6paboTky
nepcoHanbHbIX AaHHbIX, Lenn 0bpaboTku,
obsizaHHOCTL  Takoro nuuya  cobniogaTtb
KOHUAEHUMANbHOCTb NEPCOHanbHbIX AaHHbIX
n obecneymBatb 6€30MaCHOCTb NEPCOHANbHbIX
AaHHbIX nNpn  unx obpaboTke, a TaKkke
TpeboBaHnss K 3awmte oOpabaTbiBaeMbIX
nepcoHanbHbIX AaHHbIX B COOTBETCTBMM CO

cratbern 19 depgepanbHOro 3akoHa OT
27.07.2006 Ne 152-®3 «O nepcoHanbHbIX
AaHHbIX».

000 «Bbu-3p-IMn CaHkt-lNeTepbypr»
OCYLLIECTBNSET TPaHCrpaHW4YHyo nepegadvy
NepcoHanbHbIX  AaHHbIX Ha  TepputTopuun

WHOCTPaHHbIX FOCYygapcTB B COOTBETCTBUM C
TpeboBaHusiMu cT. 12 PegepanbHOro 3akoHa ot
27.07.2006 Ne 152-®3 «O nepcoHanbHbIX
AaHHbIX».

Hoctyn k o6pabaTtbiBaembiM B OO0 «bu-Op-Mn
CaHkT-lNeTepbypr» nepcoHanbHbIM  JaHHbIM
paspelwiaetcsa Tonbko pabotHukam OO0 «bu-
Op-Mn  CaHkt-MNeTepbypr», Ha  KOTOPbIX
BO3IOXeHa Takas 0683aHHOCTb B
COOTBETCTBMM C UX CryXebHbIMK (TPYAOBbLIMK)
obs3aHHOCTAMM.

MNepeyeHb Ccyb6bLEKTOB U KaTeropum
nepcoHanbHbIX OaHHbIX, KOoTOpble
obpabaTbiBatotca B OO0 «Bbu-3p-Nu CaHkT-
MeTepOypr»

B OO0 «bu-Op-Nun CaHkr-Metepbypr»
obpabaTtbiBaloTCA  NepcoHanbHble  AaHHble
crneayroLwmx KaTteropum cybObekToB
nepcoHanbHbIX AaHHbIX:

BRP Saint Petersburg LLC shall transfer
personal data to the bodies of inquiry and
investigation, other competent authorities on
the grounds stipulated by the current
legislation of the Russian Federation.

BRP Saint Petersburg LLC shall be entitled to
assign personal data processing to another
person upon the personal data subject’s
consent under a contract, signed with this
person. The contract must contain a list of
actions (operations) with personal data, which
will be performed by the person, processing
personal data, processing  purposes,
obligations of such person to ensure
confidentiality of personal data and safety of
personal data during its processing, as well as
the requirement on protection of processed
personal data, according to Art. 19 of the
Federal Law as of 27.07.2006 No. 152-FZ On
Personal Data.

BRP Saint Petersburg LLC executes cross-
border transfer of personal data to the territory
of foreign states, according to requirements of
Art. 12 of the Federal Law as of 27.07.2006
No. 152-FZ On Personal Data.

Access to personal data processed at BRP
Saint Petersburg LLC is granted only to BRP
Saint Petersburg LLC employees who have
such responsibility, according to their
professional (labour) functions.

The list of subjects, whose personal data is
processed at BRP Saint Petersburg LLC

Personal data of the following personal data
subject categories is processed at BRP Saint
Petersburg LLC:
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° Couckartenemn;

o Pa6oTHukKoB, Bkntovass UNYECKNX
nuy, HanpasfeHHbIX B KomnaHuio TpeTbum
nMuoM  Ha  OCHOBaHMM  JoroBopa O
npegocTasneHum Tpyaa paboTHMKOB
(nepcoHana) Ang BbINOMHEHNS CBOEN TPY40BOW
YHKUMM B MHTepecax, nog ynpasneHnem wu
KOHTporieM KomnaHuu, a Takke (Uandyeckmx
nmu, BbIMOMHSAOLLMX paboThl,
HenocpeaCTBEHHO CBS3aHHblE C MPaKTUKOW,
npodgeccroHarnbHbIM obyyeHnem nnm
AOMNOSTHUTESNbHBIM npodeccmoHanbHbIM
o6pasoBaHneM B (hbopMe CTaXXMPOBKMU;

o PoaocTBeHHUKOB paboOTHUKOB;

. UcnonHntenen no  rpaxgaHCKo-
npaBoOBbIM OOroBOpam;

o YNonHOMOYeHHbIX npencraBuTenen
KOHTPareHToB;

o MHauBuayanbHbIX
npeanpuHMMaTeneun;

o MoTpebutenen npoaykuum;

o 3aperncTpupoBaHHbIX nNoceTuTenen
Beb-canToB;

o HeaBTOpM30BaHHbLIX noceTtutenem

Beb-calToB.

000 «Bn-Op-Mn CaHkr-lNeTepbypr»
obpabaTbiBaeT cnegyowme Kateropmm
nepcoHanbHbIX AaHHbIX:

o Job applicants;

o Employees, including natural persons
sent to the Company by a third party under
personnel leasing contract for their job
function execution in the interests and under
the management and control of the Company;
natural persons which job is connected to
practice, professional education or additional

professional education in the form of
internships;

o Employees’ relatives;

. Contractors under civil contracts;

) Contractors’ authorized signatories;
. Individual entrepreneurs;

. Products consumers;

o Registered web-sites visitors;

. Unauthorized web-sites visitors.

The following categories of personal data are
processed in BRP Saint Petersburg LLC:

MepcoHanbHbIe AaHHbIe coucKkaTenen /
Personal data of job applicants

damunmg, ums, oT4eCcTBO

Apnpec

CeefeHusa o poxageHuu (nos, Bo3pacT, garta u
MEeCTO POXOEeHUS)

CeeneHus o rpaxxgaHcTee

Homep OCHOBHOIO OOKYMEHTa,
yOOCTOBEPSIIOLLErO IMYHOCTL, CBEAEHNd O gaTte
BbldayM yKasaHHOro AOKYMEHTa M BbloaBLUEM
€ro opraHe, [AaHHble doTorpadudeckoro
n3obpaxxeHus

KoHTakTHas uHpopmaumsa (Homepa AomallHero
1 MoBbunNbHOro TenedoHOB, aapec ANEKTPOHHOWN
noYTbl)

CeBegeHus o6 obpasoBaHuM (HaMeHoBaHUSA
OKOHYEHHbIX Yy4ebHbIX 3aBefeHUN, KOHTaKTHas
nHopmauma (Homepa TenegoHOB, aapec
3NEKTPOHHOMN noyYThl), crneunanbHOCTb,
KBanudukaums, yposeHb 0bpasoBaHus, y4eHoe
3BaHue/cTeneHb, pata MNPUCBOEHUSA YYEHOro
3BaHus/cTeneHn, ceegeHnsa o6 ycneBaeMocTm)

Last name, first name, patronymic

Address

Details of birth (gender, age, date and place of
birth)

Information on citizenship

Number of the main identity document,
information about the date of issue of the
specified document and the issuing authority,
data of the photographic image

Contact details (home and mobile telephone
numbers, e-mail address)

Information on education (name of graduated

educational institutions, contact details
(telephone  numbers, e-mail address),
completed degree, qualification, education

level, academic title/degree, date of academic
title/degree conferment, academic transcript)
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CeBegeHuss o pononHuTensHoM obpasoBaHumn
(AaHHbIE O NOBbILIEHMM KBanudukaumm (nepnos

06yquVIFI, BMO nNOBbILLEHUNA KBaJ'IVICbI/IKaU,VII/I,
HanmeHoBaHune 06pasoBaTeanoro
yypexaeHus, OaHHble noagreepXxpatrLlliero

OOKyMeHTa); [AaHHble O npodecCuoHasnbHOM
nepenoarotoBke (nepuon, cneuvanbHOCTb,
AaHHble NOATBEPXOAOLLErO JOKYMEHTA))

NHH

Homep CTPaxoBoOro cBuaeTenbCcTBa
rocyaapcTBEHHOro NEHCMOHHOMO CTpaxoBaHus
CeepgeHud o Tpyoosow JeATeNbHOCTU
(vHpopmauma O  TEKyWeM U MNPEXHUX
paboTogaTtensix, CBEAEHMSI O MOBbILUEHUSX,
nepesBodax Ha Apyrylo AOMKHOCTb/paboTy,
KayecTBe paboTbl, OVCUMNIIMHAPHBIX
B3bICKaHUSIX N T.4.)

CeeneHus o BnageHun MHOCTPAaHHbIMUN A3bIKaMU

CBefeHNsa 0 ceMeHOM MONoXKeHUu
CefeHus 0 Hanu4umn BoOAUTENbCKUX NpaB

XapakTepucTUKL 1 pekoMeHZaumnn, B TOM Yucne
OT NPEXHNX U HbIHELWHNX paboToaaTtenen

CBefieHnst 0 NoTeHUManbHOW NpUHaAneXHoOCTH
K onpedeneHHbIM KaTeropusiMm paboTHMKOB,
KOTOPbIM NPeaoCTaBNATCA rapaHTUX U NbroTbl

B COOTBETCTBMM C TpyAoOBbIM  KOOEKCOM
Poccuinckon degepauun 7 apyrmm
3aKOHOAATENbCTBOM

CeefeHusa o HanoroBom cratyce (O0cBOBOXAEH
OT ynnaTbl Hanoroe, He 0cBo6oOXAeH OT ynnaTbl
Hanoros, NPMMEHUMBbIE NbroThl, U T.4.)

CBefeHus 0 COCTOsIHUM 300PO0BbS AN peLleHns
BONpoca O  BO3MOXHOCTW  BbINOMHEHUSA
ornpeneneHHon Tpyaoson OyHKL MK

[ononHntenbHble
npegocTtasrieHHble cyobekTom MOH

cBefeHusq,

Information on additional education (data on
advanced training (period of training, type of
advanced training, name of educational
institution, details of confirming document);
data on occupational retraining (period,
discipline, details of confirming document))

Individual Tax Number

Number of the state pension
certificate

Information on employment (information on the
current and former employers, information on
promotions, transfer to other position / work,
quality of work, disciplinary sanctions, etc.)

insurance

Details of knowledge of foreign languages

Details of marital status

Details of availability of driving license
Characteristics and references, including those
provided by the previous and current
employers

Information on potential membership of certain
categories of employees with rights to
guarantees and benefits in accordance with the
Russian Federation Labor Code and other laws

Information on the tax status (exempt, non-
exempt, applicable benefits, etc.)

Information on the state of health for making a
decision whether the Personal Data Subject
will be able to perform his/her specific labor
function

Additional data provided by the PD subject

MepcoHanbHble faHHble paboTHMKOB /
Personal data of employees

damunusa, umsa, oT4eCTBO

Anpec

CeefeHus o poxageHun (nosn, Bo3pacT, gara u
MECTO pOXOEeHWS)

CBeneHus o rpaxkgaHcTBe

Homep OCHOBHOTO OOKYMEHTA,
yAOCTOBEPSAIOLLEro NMMYHOCTb, CBEAEHMSA O AaTe
BblJayM yKas3aHHOro AOKYMEHTa M BbldaBLUEM
ero opraHe, [faHHble oTorpadunyeckoro
n3obpaxkeHuns

Last name, first name, patronymic

Address

Details of birth (gender, age, date and place of
birth)

Information on citizenship

Number of the main identity document,
information about the date of issue of the
specified document and the issuing authority,
data of the photographic image
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Homep pokymeHTa, no kKotopomy CybbekT
lMepcoHanbHbIX AaHHbBIX OCYLLECTBMSET Bble3q
n3 PO n Bbesn B PP, ceegeHna o gate Bbigayu
YKa3aHHOro [AOKyMeHTa W BblJaBLEM ero
opraHe, OaHHble doTorpaduyeckoro
n3obpaxxeHus

KoHTakTHas nHgpopmMaums (Homepa goMallHero
1 MoBmnbHOro TenedoHOB, agpec 3NEKTPOHHON
noYThl)

CeepeHua 06 obpasoBaHMM (HaMMeHoBaHUSA
OKOHYEHHbIX Yy4ebHbIX 3aBefeHWUN, KOHTaKTHas
WHpopmaums (Homepa TenedgoHoB, agpec
9NEKTPOHHOW noyThl), crneymnanbHOCTb,
KBanudukaums, ypoBeHb 06pa3oBaHus, y4eHoe
3BaHue/cTeneHb, gata MNPUCBOEHUS YYEHOro
3BaHus/cTeneHun, ceegeHnsi ob ycneBaemMocTi)
CeBegeHuss o ponornHuTensHoM obpas3oBaHumK
(OaHHbIe 0 NoBbIWEHMM KBanuukaumm (nepuog,

o6yquM;|, BMO nNOBbILLEeHNA KBaJ'II/ICbI/IKaLl,I/II/I,
HanmveHoBaHune o6pasoBaTeanoro
yypexaeHus, OaHHble nogreepXxpatrLlero

AOKyMeHTa); [AaHHble O npodecCuoHasnbHOM
nepenoarotoBke (nepuon, cneumanbHOCTb,
AaHHble NOATBEPXOAOLLErO JOKYMEHTA))

NHH

Homep CTPaxoBoro cBuaeTenbCcTBa
rocyJjapCTBEHHOro NEHCUOHHOMO CTPaxoBaHus
CeeneHus O  TpyooBOW  AEATENbHOCTM
(OOMKHOCTHbIE 0643aHHOCTK, WHOPMaUMs O
TekyLem 1 npexHux paborogartensx, cBegeHus
O MNOBbLIWEHUAX, NepeBodax Ha AOpYyrywo
AOJIDKHOCTL/paborTy, KayecTBe paboThl,
ANCUMMINHAPHBIX B3bICKAHUSAX U T.4.)

CseneHusa o BnageHnn MHOCTPaHHbIMWN A3blKaMM

CBegeHuns 0 ceMeHOM MOMOXeHUN
CBepgeHusa o getax

Homep ookymeHTa, NoATBEPXKAAMOLLIErO CTENEHb
poacTBa, CBeAeHMs 0 AaTe BbiAauu yKazaHHOro
[I0KyMEHTa U BblgaBLLIEM ero opraHe

CeeneHunsa o Hann4MM BOOUTENBCKNX npas

CsegeHua 06 umyLlecTBe, 3aKkpenneHHOM 3a
Cyb6beKkToM nepcoHarnbHbIX AaHHbIX, Hanpumep,
Ccny>xebHbIn aBTOMOOUNb, nopTaTUBHLIN
KOMMbOTEP WU T.4., 3aHMMaemas OOJPKHOCTb W
BHYTPEHHWUI Y4ETHLI HOMEP
CBegeHns o 0aHKOBCKOM cyeTe
NLEBOrO CHETa, PEKBU3NTLI BaHKa)
CeegeHua o pasmepe 3apaboTHOM nnathbl
CybbekTa nepcoHarnbHbIX JaHHbIX, CBeAeHUs 00
n3meHeHun 3apaboTHon nnatbl, 06 yyactTun B
npeMuanbHbIX  CUCTEMAX W Nporpammax
KomnaHun, cBeaeHus 0 BbiNnavyeHHbIX NPEMUSIX,
nT.A.

(Homep

Number of the document under which the
Personal Data Subject leaves or enters the
Russian Federation, information about the date
of issue of the specified document and the
issuing authority, data of the photographic
image

Contact details (home and mobile telephone
numbers, e-mail address)

Information on education (name of graduated

educational institutions, contact details
(telephone  numbers, e-mail address),
completed degree, qualification, education

level, academic title/degree, date of academic
title/degree conferment, academic transcript)

Information on additional education (data on
advanced training (period of training, type of
advanced training, name of educational
institution, details of confirming document);
data on occupational retraining (period,
discipline, details of confirming document))

Individual Tax Number

Number of the state pension
certificate

insurance

Information on employment (the list of duties,
information on the current and former
employers, information on promotions, transfer
to other position / work, quality of work,
disciplinary sanctions, etc.)

Details of knowledge of foreign languages

Details of marital status

Details of children

Number of the document, confirming the
degree of consanguinity, information about the
date of issue of the specified document and the
issuing authority

Information on availability of driving license
Information on assets assigned to the Personal
Data Subject, e.g. company car, laptop
computer, etc., position and internal account
number

Bank account information (personal account
number, bank details)

Information on the Personal Data Subject’s
salary, information on salary changes, on
participation in the Company's benefit plans
and programs, on bonuses paid, etc.
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CBegeHuss o pabodem BpeMeHW, BKNHOYas
HOpPManbHYy NPOOOIKUTENBHOCTL paboyero
BPEMEHU B HEOEN N KONMUYECTBO (PaKTUYECKU
oTpaboTaHHOro paboyero BpemMeHu

CeegeHus o6 oTcyTCcTBMM Ha paboTe B CBA3M C

BPEMEHHOM HEeTPyA0CnoCOBHOCTLIO,
HaxoXOeHnem B OTMYyCKE WM N0 WHbIM
npuynHam

CepfeHus o0 NpUHaAnNexXHoOCTU K onpeaeneHHbIM
KaTeropmsim paboTHNKOB, KOTOpbIM
npeaocTaBnslOTCA rapaHTMM U NbroTbl B
COOTBETCTBUU c TpynoBbiM KoOEeKcoM
Poccuickon degepauun 7 apyrum
3aKoHO4aTEeNbCTBOM

CBefieHus1 0 HanoroBoM crtaTtyce (ocBoGOXAeH
OT ynnaTbl Hanoros, He 0CBOBOXAEH OT ynnarthl
Hanoros, NPMMeHMMbIE NbroThl, U T.4.)

CefieHunsa 0 COCTOAHWM 340POBbS AN peLleHus
BONpoCa O  BO3MOXHOCTW  BbIMNOSIHEHUS
onpegeneHHon TpyAoBOW OYHKUUN

CBefeHust 0 BOMHCKOM y4eTe (BOMHCKOE 3BaHue,
OTHOLLUEHME K BOWHCKOM cnyxbe, kaTeropus
3anaca, norHoe KogoBoe 0603HavYeHne BOEHHO-
yYeTHOro cTona, Homep BOeEHHOro 6unerta,
cBefeHus O paTte Bblgadn  yKa3aHHOro
AOKYMEHTa M BblaBLUEM €ro opraHe, AaHHble
doTorpadunyeckoro nsobpaxkeHus)

CeefeHna O [OKyMeHTe, MOATBepXaaloLlem
npaBso OCYLLEeCTBNEHNS TpyAoBON
AeATenbHOCTU Ha Tepputopun Poccuinckom

depepaumn, cBegeHuss O gaTe  Bblauu
YKa3aHHOro [AOKyMeHTa W BblJaBLIEM €ro
opraHe, OaHHble doTorpacnyeckoro
n3obpaxkeHus

CeepneHus, NonyYeHHble nocpeacTBoOM
MoHuTopuHra IT  cuctem  KomnaHum B

OTHOLUEHNN BOMPOCOB cobnogeHns NonnTUK m
npasun KomnaHuu, a Takke npuMeHmnmoro

3aKoHoaaTenbCTBa

CBefieHns1, NofyYyeHHble NOCPEACTBOM CUCTEM
BUAOeoHabnogeHus, NPUMEHSAEeMbIX B
KomnaHuu, B OTHOLLEHUN BOMPOCOB

cobnogeHns nonutuk un npasun KomnaHuu, a
TaKxe NpMMEHMMOro 3akoHoAaTenbLcTea
fononHuTensHble cBefieHus,
npegocTasrieHHble cybbekTom MOH

Information on work time, including regular
hours scheduled for work per week and hours
actually worked

Information on absences from work due to
temporary disability, vacation or other reasons

Infformation on membership of certain
categories of employees with rights to
guarantees and benefits in accordance with the

Russian Federation Labor Code and other laws

Information on the tax status (exempt, non-
exempt, applicable benefits, etc.)

Information on the state of health for making a
decision whether the Personal Data Subject
will be able to perform his/her specific labor
function

Information on military registration (military
rank, relation to military service, reserve
category, full code designation of the military
registration table, military ID number,
information about the date of issue of the
specified document and the issuing authority,
data of the photographic image)

Information on the document permitting work
on the territory of the Russian Federation,
information about the date of issue of the
specified document and the issuing authority,
data of the photographic image

Information about the Personal Data Subject
received by monitoring the Operator's IT
systems with respect to compliance with the
Operator's policies, regulations and applicable
legislation

Information about the Personal Data Subject
received through the Operator's video
surveillance  systems with respect to
compliance with the Operator's policies,
regulations and applicable legislation

Additional data provided by the PD subject

MepcoHanbHbIe AaHHbIE POACTBEHHUKOB paboTHUKOB /
Personal data of employees’ relatives

. N. 0.

CeegeHus o poxageHun (nosn, BospacT, gara u
MECTO pOXOEeHWS)

CeefeHusa o poxageHuu (nos, Bo3pacT, gata u
MeCTO poxaeHna)CeeneHus o cteneHn poacrea

Last name, first name, patronymic

Details of birth (gender, age, date and place of
birth)

Details of degree of consanguinity
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Homep nokymeHTa, NOATBEPXKAAMOLLErO CTENEHb
POACTBA, CBEAEHUS O AaTe BblAayn yKasaHHOro
[I0KyMEHTa U BblgaBLUEM ero opraHe

CBefeHnsa 0 AeHeXHbIX BbinnaTtax, B TOM Yyucne
KOMMeHcaumax 1 nbrotax

CBefeHnss o0 0OaHKOBCKOM cuyeTe
NMLEeBOro cyeTa, PekBU3nNTbI 6aHka)

(Homep

Number of the document, confirming the
degree of consanguinity, information about the
date of issue of the specified document and the
issuing authority

Details of monetary benefits,
compensations and benefits

Bank account information (personal account
number, bank details)

including

MepcoHanbHble fgaHHble UCMOSTHUTENEN MO rpaXgaHCKo-NpaBoBbIM goroBopam /
Personal data of contractors under civil contracts

damunusa, nms, oT4YeCTBO

Anpec

CeegeHus o poxageHun (nosn, Bo3pacT, gara u
MECTO pOXOeHUs)

CeefeHus o rpaxgaHcTee

Homep OCHOBHOTO OOKYMEHTA,
yAOCTOBEPSIOLLEro MMYHOCTb, CBEAEHMS O AaTte
BblJaynM yKas3aHHOro AOKYMeHTa M BblAaBLUeM
ero opraHe, [faHHble oTorpadm4eckoro
n3obpaxxeHuns

KoHTakTHas mHdopmMaunst (Homep MoBMIbHOro
TenedoHa, agpec 3NEeKTPOHHOW NOYThbI)
CeBegeHuss o6 obpasoBaHuM (HaMMeHOBaHWS
OKOHYEHHbIX Yy4ebHbIX 3aBefeHWUN, KOHTaKTHas
WHpopmaums (Homepa TenegoHoB, agpec
9NEKTPOHHOW noyThl), crneymnanbHOCTb,
KBanudukaums, ypoBeHb 06pasoBaHus, y4eHoe
3BaHue/cTeneHb, gata MNPUCBOEHUS YYEHOro
3BaHUs/cTENEHN, cBeaeHust 06 ycneBaemMocTw)

CeBeneHusi o pgononHUMTeNnbHOM obpasoBaHuu
(AaHHbIE O NOBbILEHMM KBanudukaumm (nepnog

o0y4yeHusi, BUO MOBbILEHUs KBanudmvkaumu,
HavMeHoBaHue obpasoBaTenbHOro
YYPEXOEeHUs, OaHHble  NOoATBEep)KAaloLLero

AOKYMEHTa); [OaHHble O npodecCcnoHarnbHOn
nepenoaroToBke  (nepvon,  cCneuuanbHOCTb,
AaHHble NOATBEPXKOAOLLErO JOKYMEHTA))

VHH

Homep CTPaxoBoro cBUOETenbCTBa
rocy1apCTBEHHOIO MEHCMOHHOMO CTPaxoBaHUs

CseneHus o BnageHnn MHOCTPaHHbIMWN A3blKaMM

CBegeHnas o 0OaHKOBCKOM cyeTe
NNUEBOro cyeTa, PeKBM3UTbI BaHka)

(Homep

Last name, first name, patronymic

Address

Details of birth (gender, age, date and place of
birth)

Information on citizenship

Number of the main identity document,
information about the date of issue of the
specified document and the issuing authority,
data of the photographic image

Contact details (mobile telephone number, e-
mail address)

Information on education (name of graduated

educational institutions, contact details
(telephone  numbers, e-mail address),
completed degree, qualification, education

level, academic title/degree, date of academic
title/degree conferment, academic transcript)

Information on additional education (data on
advanced training (period of training, type of
advanced training, name of educational
institution, details of confirming document);
data on occupational retraining (period,
discipline, details of confirming document))

Individual Tax Number

Number of the state pension
certificate

Details of knowledge of foreign languages

insurance

Bank account information (personal account
number, bank details)

MepcoHanbHble AaHHbIe YNOJTHOMOYEHHbIX NpeacTaBuTenen KOHTpareHToB /
Personal data of contractors’ authorized signatories

damunus, nMs, oTYeCTBO

Anpec
CeefeHusa o poxageHuu (nos, Bo3pacT, gata u
MECTO POXOEHUS)

CeeneHus o rpaxkgaHcTBe

Last name, first name, patronymic

Address

Details of birth (gender, age, date and place of
birth)

Information on citizenship
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Homep OCHOBHOIO DOKYMeHTa,
yAOCTOBEPSAIOLLEro NMMYHOCTb, CBEAEHMSA O AaTe
BblJayM yKas3aHHOro AOKYMEHTa M BblAaBLUEM
ero opraHe, [AaHHble doTorpadudeckoro
n3obpaxeHus

KoHTakTHast uHcpopmauma (Homep MOOUIBHOro
TenedoHa, agpec dNeKTPOHHOM NoYTbI)
CeepeHuas o mecTte paboTbl (HaumeHoBaHue
opraHusauuu, CTPYKTypHOe noapasgeneHue,
AO0JDKHOCTD)

CeegeHust 06 yyactum B yCTaBHOM KanuTane
KOHTpareHTa

Number of the main identity document,
information about the date of issue of the
specified document and the issuing authority,
data of the photographic image

Contact details (mobile telephone number, e-
mail address)

Information on the place of employment
(company name, department, position)

Information  on  participation in  the

counterparty's charter capital

MNepcoHanbHble AaHHbIe MHAUBUAYANbHbIX NpeanpuHuMmarenen /
Personal data of individual entrepreneurs

damunus, ums, 0T4eCTBO

Anpec

KoHTakTHas mHdopmMaunst (Homep MoBUIbHOro
TenedgoHa, agpec 3NEeKTPOHHOW NOYThbI)
NHH

CBegeHna o 0OaHKOBCKOM cyeTe
NLLEBOrO CYETa, PEKBU3NTLI BaHKa)

(Homep

Last name, first name, patronymic

Address

Contact details (mobile telephone number, e-
mail address)

Individual Tax Number

Bank account information (personal account
number, bank details)

MepcoHanbHble AaHHbIe NOTpebuTenen npoaykuum /
Personal data of products consumers

damunus, nms, oT4YeCTBO

Anpec

Homep oCHOBHOIro OKyMeHTa,
yAOCTOBEPSAIOLLEro JIMYHOCTL, CBEAEHUS O AaTe
Bbla4M yKa3aHHOro OKyMeHTa W BblaaBLUEM
ero opraHe

KoHTakTHas nidopmauns (Homep MobunsHoOro
TenedoHa, agpec 3NEeKTPOHHOW NOYThbI)
CeefeHusa o 6aHKOBCKOM cyeTe (Homep
NLLEBOrO CYETa, PEKBU3NTLI BaHKa)

CepeHus 0 npoayKumm

Last name, first name, patronymic
Address

Number of the main identity document,
information about the date of issue of the
specified document and the issuing authority

Contact details (mobile telephone number, e-
mail address)

Bank account information (personal account
number, bank details)

Information on the products

MepcoHanbHble AaHHbIEe 3aperMcTPMpoOBaHHbLIX NoceTuTenen Beb-cantoB /
Personal data of registered web-sites visitors

damunmg, ums, oT4eCcTBO

Anpec

KoHTakTHas nidopmauns (Homep MobunbHoOro
TenegoHa, agpec 3NEeKTPOHHOWN NOYThI)
CepeHus 0 npoayKumm

CopepxaHune carinos cookie

Last name, first name, patronymic
Address

Contact details (mobile telephone number, e-
mail address)

Information on the products
Cookie content

MNepcoHanbHble AaHHbIe HEaBTOPU3OBaHHbLIX NoceTuTenen Bed-cantos /
Personal data of unauthorized web-sites visitors

CopepxxaHune darinos cookie

OO0 «bu-Bp-Nun  CaHkT-NeTepbypr»  He
obpabaTtbiBaeT cneumanbHble "
OuomeTpuyeckme nepcoHanbHble  [aHHble,
KpOME CBELEHWUA O COCTOSIHUM 3[40pPOBbS ANA
pelleHus BOMnpoca o BO3MOXHOCTM
BbINOSTHEHWS onpegeneHHom Tpy4ooBON

dyHKUMN.

Cookie content

BRP Saint Petersburg LLC does not process
special and biometric personal data except
information on the state of health for making a
decision whether the Personal Data Subject
will be able to perform his/her specific labor
function.
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MNpaBa cy6bEKTOB NepcoHanbHbIX AaHHbIX

B COOTBETCTBUMU C OENCTBYOLLNM
3aKOHO4AaTENbCTBOM CYyObEKTbl NepCOHaNbHbIX
AaHHbIX MMEKT npaBO Ha  MNony4YyeHue
nHcdopmMaumm, Kacatowenca obpaboTkm ux
NMepcoHanbHbIX AaHHbIX, B TOM 4uUcne
copepalien:

06paboTkm
«Bur-3p-Nn

o noaTBepXxaeHue
nepcoHanbHbIX  AaHHbIX
CaHkT-lNeTepbypry»;

o npaBoBble  OCHOBaHWS n
00paboTkM NepcoHanbHbIX AAHHbIX;

o uenu n npumeHsieMble OO0 «bu-Ip-Nu
CaHkT-leTepbypr» cnoco6bl o6paboTkm
nepCcoHanbHbIX AAHHbIX;

o HaMMEHOBaHNE W MECTO HaxoXOeHWUs
000 «Bn-Op-INn CankTt-lMNeTepbypry,
cBefjeHna O nmuax  (3a  MCKIYeHueMm
pabotHukoB OO0  «bu-Op-NMn  CaHkT-
MeTepbypr»), KOTOpble MWMEWT [OCTyn K
NepcoHanbHbIM AaHHbIM WUAW KOTOPbIM MOTYT
ObITb pPacKpbITbl MEepcoHanbHble AaHHble Ha
OCHOBaHMM [0roBopa C ONepaTopoM WUNU Ha
OCHOBaHWM oeaepanbHOro 3aKoHa;

o obpabaTbiBaemble nepcoHarnbHble
AaHHble, OTHOCSLLMECH K COOTBETCTBYIOLLEMY
CcyObeKkTy NepcoHanbHbIX JaHHbIX, MICTOYHUK KX
nony4yeHus, ecnu NHOW nopsigoK
npeacTaBneHus Taknx AaHHbIX He
npeaycMoTpeH deaepanbHbiM 3aKOHOM;

o CPOKM 0bpaboTku nepcoHanbHbIX
AaHHbIX, B TOM YUCIE€ CPOKN NX XPaHEHWS;

o NMOPSIAOK OCYLLECTBMEHUS CyOBHEKTOM
nepcoHanbHbIX AaHHbIX npas,
npeaycMoTpeHHbIx PegeparnbHbiM 3aKOHOM OT

dakTta
000

uenu

27.07.2006 Ne 152-®3 «O nepcoHanbHbIX
AaHHbIXY;
o MHopMaLmio 06 OCyLLEeCTBIEHHOW UK

O npegnoniaraeMon TpaHCrpaHUYHON nepegadve
AaHHbIX;

o HaMMEHOBaHWE UNU amMuUnnIo, UMs,
OTYECTBO M agpec nuua, OCyLLEeCTBMSAOLLEro
06paboTKy  MepCcoHanbHbIX  OaHHbIX MO
nopyyeHuto onepaTtopa, ecnu ob6paboTka
nopy4yeHa unmn 6ygeT nopyyeHa Takomy nuuy;

o WHble CBedeHusl, NpPeayCMOTPEHHbIe
degepanbHbiM 3akoHOM 0T 27.07.2006 Ne 152-
®3 «O nepcoHanbHbIX AaHHbLIX» UK APYrMMA
denepanbHbIMU 3aKOHaMMU.

Rights of personal data subjects

According to current laws, personal data
subjects are entitled to receive information
related to their personal data processing,
including:

o confirmation of the fact of personal
data processing by BRP Saint Petersburg
LLC;

o legal basis and purposes of personal
data processing;

) purposes and ways of personal data
processing applicable at BRP Saint
Petersburg LLC;

o name and location of BRP Saint
Petersburg LLC, information about persons
(except the employees of BRP Saint
Petersburg LLC) which have access to
personal data or by which personal data on the
basis of the contract with the operator or on the
basis of the federal law can be opened;

) the processed personal data relating to
an appropriate subject of personal data, a
source of their receiving if other order of
submission of such data is not provided by the
federal law;

o personal data processing terms,
including archiving terms;
o the procedure of implementation by

personal data subjects the rights provided by
the Federal Law as of 27.07.2006 No. 152-FZ
On Personal Data;

o information about carried out or about
alleged cross-border transfer of personal data;

. the name or the surname, the name,
the middle name and the address of the
person which is carrying out personal data
processing at the request of the operator if
processing is charged or it will be charged to
such person;

. other information, provided for under
the Federal Law as of 27.07.2006 No. 152-FZ
On Personal Data or other federal laws.
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CybbeKkT nepcoHanbHbIX AaHHbIX  BrpaBe
TpeboBaTb OT onepaTopa YTOYHEHMSI CBOUX
nepcoHarsbHbIX AaHHbIX, UX BNOKMpPOBaHMS UK
YHUUYTOXEHUS1 B Cryvae, ecnv nepcoHarsbHble
[AaHHble SABMNSATCS HEMOMHbIMMW, YCTApEBLLMMMU,
HETOYHbIMU, HE3AKOHHO MOMYYEHHbLIMU UMK He
ABMSOTCA HeobXoAMMbIMK ONsi  3asiBIEHHOW
uenun obpaboTku.

Cybbekt nepcoHanbHbIX AaHHbIX — BrpaBe
oTo3BaTb cornacue Ha obpaboTky
nepcoHanbHbIX gaHHbIX, ogHako OO0 «bun-3p-
Mn CaHkT-MNMeTepbypr» BNpaBe npogosmkaTb
00paboTKy MmepcoHanbHbiX  daHHbIX  6e3
cornacmsi  Ha 00paboTKy  nepcoHanbHbIX
AaHHbIX NPU HanNM4YMmM OCHOBAaHW, YKa3aHHbIX B
depnepanbHoOM 3akoHe oT 27.07.2006 Ne 152-
D3 «O nepcoHanbHbIX aHHbIXY.

[na ocCyLlecTBNeHNs nepeyvncrieHHbIX npaB
CcyObekTy nepcoHanbHbIX AaHHbIX HE06X0AMMO
HanpaBWTb NMCbMEHHbBIN 3anpoc B agpec OO0
«Bn-3p-NMn Caxkr-MeTepbypr».

CybbekT nepcoHanbHbIX AaHHbIX  BrpaBe
obxanoBaTb gencrteus unm 6esgenctemna OO0
«Bn-Op-Mn Cankr-lMNeTepbypr» B
YNONMHOMOYEHHbLIN OpraH no 3awuTe npas
CyObEeKTOB MEepcoHanbHbIX [aHHbIX WK B
cyoebHom nopsigke.

CyObekT nepcoHanbHbIX OaHHbIX TAKKe MOXET
OCYLLIeCTBNATb apyrue npaea,
npenycMmoTpeHHble ®PenepanbHbIM 3aKOHOM OT

27.07.2006 Ne 152-®3 «O nepcoHanbHbIX
AaHHbIX» UM gpyrmmmn  dpegepanbHbIMU
3aKoHaMMW.
ObecneyeHne 3awmTbl MNEepPCOHaNbHbIX
AaHHbIX

B cootBetctBMM C¢ 4. 1 cT. 18.1 n 4.2 cr.19
depnepanbHoro 3akoHa ot 27.07.2006 Ne 152-
®3 «O nepcoHanbHbIX AaHHbLIX» WU €CIU UHOE
He npeaycMOTPeHO ApyrMmn denepanbHbIMU
3aKoHamw, 000 «Bn-Op-Mn CaHkT-
MeTepbypr» camocTOATENBHO oOnNpeaenseT
CoCTaB M nepevyeHb Mep, HeoOXOAMMbIX W
AOCTaTOYHbIX Ans obecneyeHnss BbINOMHEHUSN
06a3aHHOCTEN, npeayCMOTPEHHbIX
3aKoHOAAaTeNbLCTBOM B 0611acTU NepcoHarnbHbIX
AaHHbIX. B 4yacTHocTM, K Mepam no 3awuTe
nepcoHanbHbIX AaHHbIX OTHOCATCS:

The personal data subject is entitled to require
the operator to clarify the personal data, block
them or destroy them if the personal data is
incomplete, outdated, inaccurate, illegally
obtained or is not necessary for the stated
purpose of processing.

The personal data subject is entitled to
withdraw his/her consent for personal data
processing, however BRP Saint Petersburg
LLC is entitled to proceed with personal data
processing without consent for personal data
processing in case of reasons, specified in the
Federal Law as of 27.07.2006 No. 152-FZ On
Personal Data.

In order to exercise the specified rights the
personal data subject must send a written
request to BRP Saint Petersburg LLC.

The personal data subject is entitled to appeal
against BRP Saint Petersburg LLC actions or
omissions to authorized bodies for protection
of personal data subjects’ rights or by legal
means.

Personal data subject can also carry out other
rights provided by the Federal law of
27.07.2006 No. 152-FZ On Personal Data or
other federal laws.

Ensuring personal data protection

According to part 1 Art. 18.1 and part 2 Art.19
of the Federal Law as of 27.07.2006 No. 152-
FZ On Personal Data and unless otherwise is
provided for under other federal laws, BRP
Saint Petersburg LLC shall independently
define the content and the list of actions,
required and sufficient to ensure performance
of obligations, according to laws on personal
data. In particular personal data protection
means include:
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o nony4yeHue n obpaboTka NepcoHanbHbIX
AaHHbIX, B Cny4yasx nNpeayCMOTPEHHbIX
3akoHom, ocyuwectensietca OO0 «bu-3p-Mn
CaHnkr-lNeTepbypr» ¢ cornacusi cybbekTa
nepcoHanbHbIX AaHHbIX nnm ero
npeactaButenst B nobon  no3BonsoLlen
noaTBepAnTb (akT ero nonydeHus dopme,
ecnn uHoe He ycTaHoBreHo ®deaepanbHbIM

3akoHOM oT 27.07.2006 Ne 152-03 «O
NnepcoHanbHbIX AaHHbLIX» ;
. Ha3HayeHue OTBETCTBEHHOro

3a opraHmsaumio  obpaboTkn nepcoHanbHbIX
AaHHbIX B OO0 «Bbun-3p-In CaHkT-MNeTepbypr»;
. Ha3HayeHne OTBETCTBEHHOro 3a
NMHpopmaLmoHHyto 6esonacHocTb B OO0 «bu-
Op-MNun CaHkT-MeTepbypry;

. onpegeneHneMm yrpo3 6e3onacHocTu
NnepcoHarnbHbIX OaHHbIX NpU ux obpaboTke B
MH(OPMALIMOHHBIX CUCTEMAX MEepPCOHarbHbIX
AaHHBbIX;

o npuMeHeHne npoLueaLmnx B
YCT@HOBITEHHOM MOpsSiAKe NpoUenypy OLEHKU
COOTBETCTBMSA CPEACTB 3aLMTbl MHGOPMaLUK;

. oueHka 3 dHEKTUBHOCTU NPUHMMAEMBIX
Mep no obecneyeHuto 6es3onacHocTn
nepcoHanbHbIX  AaHHbIX 0O BBoAa B
aKcnnyaTaumio  MHPOPMAaUMOHHON  CUCTEMBI
nepCcoHanbHbIX AAHHbIX;

o obecnevyeHne perucTpauum u y4yeta
BCEX DencTeun, coBepLiaeMblIX c
nepcoHanbHbIMU AaHHbIMU B
WHGOPMALIMOHHON CUCTEME MepPCOoHarnbHbIX
AaHHbIX;

o peanunsaums paspeLunTenbHOM
cucteMbl  gonycka K MH(OPMauUMOHHbIM
pecypcaM, WHPOPMALMOHHON CUCTEME MU
CBSI3aHHbIM C €€ NCMNOfb30BaHMEM AOKYMEHTaM
OO0 «bu-Bp-Nn  CaHkt-MNeTepbypr»
AOKYMEHTaMm cybbekTa, KOTopble OH
npegoctasun OO0  «bu-9p-Mn  CaHkT-
MeTepbypr»;

o orpaHvyeHne 4ocTyna B NOMELLEHNUS, B
KOTOPbIX pasMeLLeHbl TEXHUYECKNE CPeacTBa,
no3BonsLWME  OCyLecTBNATL  00paboTky
nepCcoHanbHbIX AAHHbIX;

o OCYLLECTBIEHNE AHTUBMPYCHOro
KOHTpONS, npeaoTBpalleHMe BHeOpeHuss B
KOpPNOpaTMBHYH CETb BPEAOHOCHbLIX MPOrpamm
(nporpamm-B1pyCcoB) n NporpamMmmMHbIX
3aKnagok;

o pesepsupoBaHne OOO  «bu-Op-ln
CaHkT-leTepbypr»  TeXHUYECKUX  CPeacTs,
Ay6nvpoBaHme MHgopMaumm, UCNoNb3oBaHUe
000 «Bn-Op-Mn CaHkT-lNeTepbypr»
3alUMLLEHHbBIX KaHanoB CBsI3W, pacnofioXeHune

o in cases, provided for under the law,
personal data is received and processed by
BRP Saint Petersburg LLC upon written
consent of personal data subject or its
representative in any form that allows to
confirm the fact of its receipt, unless otherwise
provided by Federal Law as of 27.07.2006 No.
152-FZ On Personal Data;

o appointment of a person in charge of
organization of personal data processing at
BRP Saint Petersburg LLC;

o appointment of a person in charge of
information security at BRP Saint Petersburg
LLC;

) identification of security threats to

personal data during their processing in
personal data information systems;
) use of information protection facilities

that have passed the compliance assessment
procedure in accordance with the established
order;

. assessment of the effectiveness of
measures taken to ensure the security of
personal data before commissioning of the
personal data information system;

o ensuring registration and accounting of
all actions performed with personal data in the
personal data information system;

o implementation of access system to
information resources, information system and
BRP Saint Petersburg LLC documents,
related to its use, as well as documents of the
subject, he/she provided to BRP Saint
Petersburg LLC;

o limited access to premises, containing
technical means, which allow personal data
processing;

. antivirus  control, prevention  of
corporate network penetration by malicious
software (virus programs) and software bugs;

o backing of BRP Saint Petersburg LLC
technical means, duplication of information,
use by BRP Saint Petersburg LLC of protected
communication channels, location of servers
and communication means in lockable BRP
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cepBepoB n KOMMYHMKaLMOHHOO
o6opyaoBaHus B 3akpbiTbix nomereHnax OO0
«Bn-Op-MNMn CaHkT-MNeTepbypr», B OTHOLWEHMU
KOTOpbIX peann3oBaHbl Mepbl pa3rpaHUYeHus
AOCTyna;

. yyeT MaLUMHHBIX HocuTenen
nepcoHarsbHbIX AaHHbIX;

. XpaHeHne MaTepuanbHbIX HocuTenen
NnepcoHarnbHbIX [OaHHbIX C  cobnoaeHnem

ycnosumn, obecneumBaroLmx NX COXpaHHOCTb M
NCKMOYaOLWNX HECAHKLMOHMPOBAHHBIN AOCTYN
K HUM;

o o6ecneveHne OO0 «Bbu-Op-MNn CaHkt-
MeTepOypr» BO3MOXHOCTU BOCCTaHOBIIEHUS
AaHHbIX, W3MEHEHHbIX U  YHUYTOXEHHbIX
BCNeacTBME HECAHKLMOHNMPOBAHHOIO AOCTYNa K
HuM, npoBegeHuss OO0 «bu-3p-MNun CaHkT-
MeTepOypr» perynsipHbIX NPOBEPOK npoueayp
BOCCTAHOBIIEHUSA NEePCOHarNbHbIX AaHHbIX;

. npoBefeHne MEpPONpUSTUNA,
HanpaBneHHbIX Ha npegoTepaLleHme
HeCaHKLUMOHNPOBAHHOMO goctyna K

nepcoHanbHbIM AaHHbIM U (MNK) Nepegaya ux
niuam, He MMeKLWUM npaBa 4OCTyna K Takown
MHdopMaLmm;

o NMOCTOSIHHbIV KOHTPOSb YPOBHS
3aLUMLLLEHHOCTN NepPCOoHarbHbIX AaHHbIX;

. yCTaHOBMEHWe 3anpeta Ha nepegady
nepcoHanbHbIX AAaHHbIX NO OTKPbITbIM KaHanam
CBSI3W, BbIYMCNNTENBbHBIM CETAM BHE Npeaenos
KOHTPONUPYEMOWN 30HbI U ceTsim MIHTepHeT 6e3
npumeHeHust yctaHoBneHHolx B OO0 «bun-3p-
Mu CankT-lNeTtepbypr» mep no obecneveHunto
Ge3onacHOCTM nepcoHanbHbIX AaHHbIX (3a
NCKNtoYeHnem  obwenocTynHolx  u  (1nn)
06e3nM4eHHbIX NepCoHarnbHbIX AAHHbIX).

OTBeTCTBEHHOCTb 3a HapylueHue npaBun
o6paboTkm n obecneyeHns Ge3onacHoOCTU
nepcoHanbHbIX aHHbIX

Jlnua, BMHOBHbIE B HapyLweHun NONOXeHnn

3aKkoHoOaTenbCcTBa Po B obnacTtu
nepcoHanbHbIX  AaHHbIX npu  06paboTke
NMepcoHanbHbIX [OaHHbIX, TMPUBIIEKAOTCS K
AncumMninHapHom 7] MaTtepuanbHOM
OTBETCTBEHHOCTN B NOpPSAAKe, YCTAHOBIEHHOM
TpynoBbiM KOOEeKCOM PO " VHbIMU
denepanbHbIMn 3aKoHaMu, a Takke
npuenekawTcs K agMVHUCTPaATUBHON,
rpakgaHCcKo-npaBoBOM nnm YronoBHoOWM

OTBETCTBEHHOCTN B NOpPSAKe, YCTAHOBIEHHOM
deaepanbHbIMU 3aKOHAMM.

Saint Petersburg LLC premises with access
control measures;

) registration of personal data machine-
readable media;
o storage of personal data tangible

media according to terms and conditions,
which ensure their protection and exclude
unauthorized access;

o ensuring an opportunity for BRP Saint
Petersburg LLC to recover data, changed and
destroyed as a result of unauthorized access,
to perform regular checks of personal data
recovery procedures;

) performance of actions, aimed at
prevention of unauthorized access to personal
data and (or) its transfer to persons with no
right to access such information;

o constant control of personal data
protection level;

o prohibition to transfer personal data via
open communication channels, computer

networks beyond the controlled area and via
internet network without application of
personal data protections means, set at BRP
Saint Petersburg LLC (excluding personal
data in public access and (or) depersonalized
personal data).

Liability for Violation of the Rules of PD
Processing and Security

Persons guilty in violation of the provisions of
the legislation of the Russian Federation in the
field of PD processing, are subject to
disciplinary and material responsibility in the
order established by the Labour code of the
Russian Federation and other Federal laws
and also subject to administrative, civil or
criminal responsibility in accordance with the
federal laws.
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MopanbHbli  Bpen, NPUYMHEHHBbIN CyObeEKTY
nepcoHarbHbIX JaHHbIX BCneacTeue
HapyLeHns ero npae, HapyLeHus npaBus
00paboTKM MNepcoHanbHbIX AaHHbIX, a TakKke
HecoOntogeHust  TpeboBaHWM K 3awuTte
nepcoHanbHbIX  AaHHbIX,  YCTAHOBMEHHbIX
degepanbHbiM 3akoHoM OT 27.07.2006 Ne 152-
O3 «O nepcoHanbHbIX AOaHHbIX», MOANEXUT

BO3MELLIEHUNIO B COOTBETCTBUMU c
3aKkoHOOaTeNnbCTBOM Po. BoamelleHne
MOpanbHOro Bpeda OCyLLEeCTBNSIETCS

He3aBMCUMO OT BO3MeELLEHUA NMYLLLIECTBEHHOIO

Bpeaa " MOHECEHHbIX cyOBbEKTOM
NnepcoHanbHbIX AaHHbIX YObITKOB.
3aknyuTenbHble NONoOXeHnsA
HacTosawas MNonutuka noanexur

onybrnvKoBaHMIO B 3MEKTPOHHOM Buae Ha
odmumaneHbix cantax OO0 «bu-3p-In CaHkT-
MeTepbypr».

Monutuka noanexnT MNepecMoTpy He pexe
OOHOro pasa B MNATb JIET, a TaKKe B Cry4dasax
N3MEHEHUs1 3aKkoHopaTenbcTBa B obnacTtu
nepcoHanbHbIX AaHHbIX. B crnyvyae ecnu kakoe-
nmbo mn3 nonoxeHun Hactoswen [lonnTuku

aBnsaeTcs unm CTaHOBUTCH
HedencTBUTENbHbIM, 3TO He 3aTparnBaeT
JENCTBUTENBHOCTb  OCTallbHbIX  MONOXEHUN

HacTosiwen Monutuku.

Bce Bonpockl no Hactodwen MNonutuke MoxHo
3agaBaTtb, OTMNPaBUB NMUCbMO Ha 3NEKTPOHHbIN
U NOYTOBLIN agpec:

. OnEeKTPOHHbIN agpec: russia@brp.com;
. MoutoBbin agpec — 191024, r.CaHkT-
MeTepbypr, yn.XepcoHckas, a.12-14, nutep A,
y.nom. 1-H, vy.oc. 101.

Moral damage caused to the PD subject as a
result of infringement, violation of rules for PD
processing, as well as non-compliance to PD
protection provisions, established by the
Federal law of 27.07.2006 N 152-FZ On
Personal Data, shall be reimbursed in
accordance with the legislation of the Russian
Federation. Compensation of moral damage is
carried out irrespective of compensation of
property harm and damage carried out by the
PD subiject.

Final provisions

The present Policy shall be published in the
digital form at BRP Saint Petersburg LLC
official websites.

The Policy shall be revised at least once in five
years and in case of changes to the laws on
personal data. If any provision of this Policy is
or becomes invalid, it does not affect the
validity of the remaining provisions of this
Policy.

All questions regarding the present Policy can
be sent to e-mail or post address:

. E-mail address: russia@brp.com;

o Correspondance address — 191024,
Saint-Petersburg, Khersonskaya str., 12-14A,
part of the premises 1-N, part of the office 101.
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